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Overall presentation objective

The objective of this presentation is to
provide you with an overview of how an
effective national response framework can
support States in managing their response
to nuclear security events* involving
Material Out of Regulatory Control
(MORC).

*Criminal or other intentional unauthorised acts
Involving nuclear or other radioactive MORC



Outline

e The Threat

« The Global Nuclear Security Regime

« The National Response Framework

IAEA National Framework development

Common Challenges, Lessons and
Recommendations



Berlin Market



Europe's footballing genius

Johan CruyfT 1947-2016

e mgn 1 |t D G | Lot Sage M-8

P war

Brussels cell
‘was plotting
radioactive

bomb attack’

Termaivis bl mockesr eygperd sder sarveilbance

Children aged 7 are victims of school sexting epidemic

Artificial vad the App ] :m;,‘;:ﬁ:'f:::
intelligence b :
to beat s, = o

i fai
real stupidity

Is There a Threat?

iational police spokesman

rwith Us plot sald. After the rak

ctwith Us
southern Philippine ¢
regsanal lesders and
iblications & energiend
Asia
The three co
e Washinglon Post | sicyon coodiion of smmmi,  neclar e

oy

had hoy Iysts and the wel

ade radicactive
imto deadly w

clear Association.
tor vendors and

h represents reac
ar engineers, and
Lders.

The highly-radioactive advised an

device would be, at best, &

radiological dispersal device or di

Belgium issues anti-radiation tablets o
‘every home after Isil ‘dirty bomb’ threat

asked

| - == amd fres. Lk ek Derma
e revoked. Thrahim and Fhalid - s 2 and Dol
., | By Matthew Holehouse in Brussels 5 MOIFL FE 0 A0 e . tha e d0ryoar-old TOABEECE 2,
| Bakraoni, o e off

| stire population of Belgium is to  cide strikes on airpoct T 4
o | O itharation of fodine table, - Metro, are believed to huve boer i lni of ccIEg M‘w“"m
;: | months after about the threat mhwdmuwpwlwl:uﬁuurm i W:iv'd dewr

of 1sil building a dirty bomb. R Lo Vg o
‘which help sraiar e E ot fiey Dot
:g ‘uﬂgmmngﬂwﬂ:ﬂ-m i‘f‘m‘{m"""“’ e g ousTyh “v\'ﬂmfm rm_mﬁ
o G . Eaayegterw
E‘ “""",,.m".ﬁ'm-umm m!‘mdm TR .S q‘m".m“““ml"”wm w:'
oo | g i szt 4() years R o
> oo mmmﬂmw“ o vembe
£ 100km, people, following from T . which have boh m.:’l"'_‘ Berrmmsace o
ans rued
vith
&
it
steT |
aer- |
op-

rapid death £
of the co-preses
alongside L

when police ralded

somrce said

bt the

pleases thels bosses

want to do so

bombing could fit the

sia's recent aftacks

mbers of Jas

Many have been
Syria by Ind

esian na

a ] [ D - ¢ [t T Ta] Commert
D pressreader

Its not over
i NECTING INDONESIAN POLICE FOIL DIRTY BOMB _
for hll_\ tolet PLE THROUGH PLOT Related Stories

1S Militants foiled in radioactive “dirty bomb’ attack

Exports, however, are scoptical of their expertise, equipment and chances of succoss
PressReader

Miltants foiled in radsoactive “dirty bomb’ attack

Indonesian militants planned ‘dirty bomb’ attack. say scurces

Eront page of the 47-page Ind

o manml, N

24 posted on & blog

2/12/2018 5



Events confirmed by States to IAEA ITDB

ITDB Reports Received by Group
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Global Nuclear Security Framework

International Legal Instruments

Conventions (Binding) Codes of Conduct (Non-Binding)

Convention on the Physical Protection of Nuclear Code of Conduct on the Safety and Security of
Material (CPPNM) & Amendment Radioactive Sources

Safeguards agreements and Additional Protocols

Convention on the Suppression of Acts of Nuclear Terrorism

Convention on Early Notification of a Nuclear Accident™

Security Council resolution 1540

Security Council resolution 1373

State’s Nuclear Security Regime

Regulations and Operation of Facilities Detection and Response

Enforcement and Use of Materials Systems and Measures

Aim- To protect persons, property, society, and the environment from harmful consequences of a nuclear security
event

Objectives- To establish, implement, maintain and sustain an effective and appropriate nuclear security regime to
prevent, detect and respond to nuclear security events



National Nuclear Security Framework:
The NSS Series

NSS 20 — Nuclear Security Fundamentals
NSS15 — Nuclear Security Recommendations

NSTOO04- National Framework for Managing the
Response to Nuclear Security Events (in editing)



NSTO004- National Framework for Managing
Considers: the Response

» A State’s Multi-Agency arrangements for
responding to nuclear security events;

NUCLEAR SECURITY SERIES NO. XX

 The basis for the national framework: Threat | == |
and Risk Assessment; Graded Approach; st s
Detection Architecture o
DEVELOPING A NATIONAL FRAMEWORK
« Different types of nuclear security event " NUCLEAR SECURITY EVENTS
and their impact on resources - -

« Strategic Aims, Key Activities, Policies and
Plans; Roles and Responsibilities; Command
and Control arrangements

* National infrastructure to support the A 20
response: Competent Authorities; response
resources; training and exercising
arrangements

o Sustainability of the framework



NSS15- National Response Plans

A key component of a State’s National Framework

The NRP should :

Coordinate with other security plans, such as the
Counter-Terrorism plan;

« Coordinate with the National Radiological
Emergency plan;

« Coordinate with the National Detection Strategy;

 Provide detail on:

Assessment of alarms and alerts
Notification and activation processes, including plan activation;

Roles and responsibilities of ALL responding organisations;
Multi-Agency Command and Control arrangements;

Formal information-sharing arrangements and protocols;

Procedures for the recovery, storage and transport of seized nuclear or
radioactive material;

Procedures for notifying international organisations and seeking
International assistance

» Plan sustainability 10
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IAEA Support to States’ Framework and

Plan Development

Workshop on Developing a National Framework for
Managing the Response to Nuclear Security Events

Workshop on Developing a National Response Plan for
Nuclear Security Events (in development)

Expert mission / advice / Table-top Exercises / Field
Exercises to review existing NRP

Workshop on National Response Plans for Nuclear Security
Events — Methodology and Capability S ST
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Common Challenges, Lessons and

Recommendations

e Threat and Risk Assessment

e Mu
e Mu
e Mu

ti-Agency National Response Framework
ti-Agency Concept of Operations
ti-Agency Nuclear Security Response Plans

 Implementation of Response Plans

« Formal Coordination Arrangements

« Formal Information Sharing Arrangements
e Resources- Human and Technical

« Focus on Detection and Equipment

« Regional Cooperation
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