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Agenda
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•Introduction to the SMR Concept.
–Integration of Security into engineering design from concept stage 
onwards.

•Opportunities following the release of the Security Assessment Principles.
–What does this mean for international engagement?

•Industry Opportunities – SMR Approach.
•Addressing the future threats.

–Innovative Technologies
•Questions.



Overview of 
SMRs:
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• Requirement driven by the need to decarbonise electricity generation.
• Manufacturing and assembly rather than a traditional construction 

approach.
• Implementation of a fleet solution with a common design.
• An optimised and enhanced use of proven technologies that presents 

an attractive market offering with minimum regulatory risk.



Integration of 
Security into 
Engineering 
Design
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UK Nuclear 
Security – SMR 
Approach
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Release of the Security 
Assessment Principles

• How can we best implement an outcome based approach?
• How does the UK Approach affect international engagement?

Defining the Threat • What other approaches can we take to better understand the 
threat?

Understand the Insider 
threat

• How can we better understand the Insider Threat, and develop 
more effective mitigation strategies?

Implement a risk based 
approach

• Cost optimisation by increasing the effectiveness of 
security in the design in combination with innovative 
technologies.



Industry 
Opportunities –
SMR Approach
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Balance Regulatory vs 
Business requirements

• The security solution needs to be a balanced solution.

Provide synergy 
between Safety and 
Security functions.

• Alignment of categorisations and classifications. 

Increased alignment 
with Safety  and 

Engineering Functions

• Is there an equivalent of ALARP (As Low As Reasonably 
Practicable) for Security?

Standardisation
• How can we implement a level of standardisation that 

promotes deployment within evolving nuclear nations?

Optimisation of Cost • How can we optimise on cost, whilst still meeting regulatory 
requirements?



Addressing 
Evolving 
Threats
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Implement security solution

Identify the threats

Review 
effectiveness 

of security 
solution

Implement
changes

Identify assets 
to

be protected

Define security
requirements
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What are we 
trying to 
Solve?
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• At present, security management plans rely on compartmentalised 
areas coordinating to deliver the overall security function
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Supplier Assurance

Supplier Assurance
Personnel Security

Supplier Assurance
Information Security

Supplier Assurance
Manufacturing Facility

Supplier Assurance
Cyber Security

Supplier Assurance
End User

• Implement a high level security management system 
comprising several different elements.

• This system will seek to make use of innovative technologies.



What Could 
This Look 
Like in 
Reality?
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• Position Tracking:
– Host / Visitor pairing.
– Access Control.
– Emergency Response.
– Optimisation of work routines.

• Biometrics for Nuclear Security:
– Integrated into an Automated Access Control System.
– Detect Signs of duress.
– Can be integrated into a radiation tracking device.

• Robotics and automation:
– Automated patrols.
– Target Identification.
– Target tracking.
– Self tasking.
– Fully Integratable.
– Seamless manual override. 
– Easily upgradeable.
– Prioritisation of threats.
– Add intelligence to physical infrastructure.

• Automated Access Control System
• Integrate with the Internet of Things to help track movement around a 

site.
• System is smart enough to make decisions following a fraudulent 

attempt at entry.
• System must be upgradeable.
• System must allow for the creation of individual access groups. 
• System must be auditable.

• Make use of landscaping for an aesthetic design• This solution will still incorporate traditional static security 
solutions.
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Thank you 
for listening...
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SMR – Leading Innovation  

Eddie Marrett 
Head of Security and Resilience  - SMR
Email: eddie.marrett@rolls-royce.com
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