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Disclaimer

IBM’s statements regarding its plans, directions, and intent are subject to change or withdrawal without notice at IBM’s sole
discretion. Information regarding potential future products is intended to outline our general product direction and it should not
be relied on in making a purchasing decision.

The information mentioned regarding potential future products is not a commitment, promise, or legal obligation to deliver any
material, code or functionality. Information about potential future products may not be incorporated into any contract. The
development, release, and timing of any future features or functionality described for our products remains at our sole discretion.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual
throughput or performance that any user will experience will vary depending upon many factors, including considerations such as
the amount of multiprogramming in the user’s job stream, the I/O configuration, the storage configuration, and the workload
processed. Therefore, no assurance can be given that an individual user will achieve results similar to those stated here.

Prohibited Uses

Licensee may not use or authorize others to use the Program, alone or in combination with other services or products, in support
of any of the following high risk activities: design, construction, control, or maintenance of nuclear facilities, mass transit systems,
air traffic control systems, automotive control systems, weapons systems, or aircraft navigation or communications, or any other
activity where program failure could give rise to a material threat of death or serious personal injury.
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INSIDER Threat Hunting using investigations platforms
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What is Threat Hunting ?

A Threat hunting’s goal is:- Discovering any issue that can cause harm to an organisation's operation and/or
its stakeholders

The combination of machine-led analytics and human-led analysis capabilities that helps you quickly find
hidden connections and critical patterns buried in internal, external and open-source data.

Ensuring that massive data sets can yield actionable intelligence.
...... Faster then the speed of threat

4 Vg )

ﬁ,&- 2 0 Stan Kaine

e City: Caloundra, Queensland

‘ 3 First Name: Stan

i Full Name: Stan Kaine

' Last Name: Kaine

b 2 : : Facebook URL: http://www.facebook.com/profile.php/?id=605154452
A = Facebook Profile ID: 605154452

Facebook Username: stan.kaine

Current City: Caloundra, Queensland

\ Hometown: Penguin, Tasmania )
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Who are we Threat Hunting ?

‘ i An individual or group of individuals who have

‘ ' ,/Y ’ ’ , abuse their rights in being connected to our

organizations, both internal and external.

\ , *  Employees
‘ e Partners
' * Contractors

 Suppliers
* Customer
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When should we go INSIDER Threat Hunting ?

On Entry to the organizations via Due Diligence

NI R .
i} (A
wn *’"’ screening

‘ ' | ' As part of inline operational monitoring
%
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Why is there a need for INSIDER Threat Hunting ?

To STOP organizational harm
For an insider to cause harm to an organization 4 things must happen

They must have a reason

They will want to remained concealed

Their needs are placed above the needs of the organization
4.  Theydo recon*

INSIDER Motivation Categories

wn e

Passive:-
Ignorance
Private Remediation
Active*:-
Financially driven
Ideology driven
Revenge
Forced / Compromised
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Why is there a need for INSIDER Threat Hunting ?

Ryanair target of £3m bank transfer scam

i i Tesla Breach: Malicious Insider Revenge

Tesla employee "making direct code changes to the Tesla
Manufacturing Operating System under false usernames and Revenge
exporting large amounts of highly sensitive Tesla data to unknown

third parties."

Eco-terrorist attacks on energy

Financllly dlven infrastructure on tap for 201

Ashley Madison hack victims receive :
blackmail letters 5,300 Wells Fargo employees fired over 2

Forced / million phony accounts Financially driven
Compromised Internal

THE COLLAPSE OF BARINGS: THE OVERVIEW; Young Trader's $29 Billion Bet
Brings Down a Venerable Firm

Private

Remediation

Japanese trader makes £22 billion mistake

A trader working in the Japanese branch of the Swiss bank UBS mistakenly
ordered £22 billion of bonds while trying to buy just £220,000.

Ignorance
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Why is there a need for INSIDER Threat Hunting ?

To stop the 3R’s of organizational impact

Reputational

Regulatory

Revenue
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Where can the tell tail signs be seen of an INSIDER threat ?

Trigger Points to go INSIDER threat hunting

SAY e On Request via suspicious activity report via see-something

SOMETHING

d / Say something

* Rules Engine Alert raised

ﬂ e Concerning External information discovered ( OSINT, Open Source
wihin] Intelligence)

e Exploratory Investigations
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IBM i2 — A Global Presence

Founded in 1990 and based out of Cambridge UK

25+ years experience working with analysts and investigators
Acquired by IBM in 2011

Pervasive in market with over 4500 clients

More than 450,000 users in 150 countries in 18 languages
Used by 8 of the top 10 largest companies, 12 of top 20 banks
100% of UK police forces

80% of National Security agencies worldwide

Every US Federal Law Enforcement agency and organization
4000 US Police jurisdictions

25 of the 28 NATO member countries
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IBM i2 — An Industrial Presence
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How to go INSIDER threat Hunting ?......... Link Analytics

We all have a digital footprint
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How to go INSIDER threat Hunting ?......... Link Analytics

Our digital footprint has attributes across
temporal, geospatial and operational
domains

WS Nodearse

Entity Link Property (ELP)

‘Name (M)

: Richardo Gomes

‘Name (M)

: Richard Gomez

Address (H)

: 11035 Burns Ave., Westchester, IL 60153

‘ Address (H)

: 11035 Burns Dr, Westchester, IL 60153

CUST# £ 796
CUST# . 857
[AccT# : D2712151385121742
ACCT# Card | V97859240062  operational
| Phone : 064-413-9611
| Phone : 069-906-1853
Phone : 028-891-0646
P 123 456 789 1011
DL : H160-65-120A9 FL
Date Of Birth _|: 1976-08-05
Activity Time  :13.26 temporal
_Activity Date  |:04/10/2017
Location Dublin geospatial
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.. Link Analytics
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How to go INSIDER threat Hunting ?......... Link Analytics
ﬁ b A : : : : S ﬁ
f f
n h = o6 n
A = (n-1)2 = 952 A
f f
= 9025
f f
g = 9x9025=281,225  §
(I B S S By Py E S ey e



https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=2ahUKEwiu86zl85nfAhU7RxUIHbOvBhgQjRx6BAgBEAU&url=https://commons.wikimedia.org/wiki/File:IBM_logo_in.jpg&psig=AOvVaw3We4c5hq95ehAPYqtV1_MN&ust=1544690796471489

How to go INSIDER threat Hunting........ Data on the Pattern of Life
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How to go INSIDER threat Hunting........ Data

Ensure to connect to the 4 quadrates of data
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........ Process

Threat Reports & Watch lists g

Ingest data from many

sources

Analyze suspicious patterns

with intuitive features &

functions

Deliver actionable
intelligence integrated

approaCh to prOteCting an .—-

organization
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How to go INSIDER threat Hunting........ Investigations

T

Link Analytics Who knows Who Heatmaps of abnormal activities Transactional events of
what happen next

s - e 3 - 5
- =
’ L
S T el B & 20 E a9
. 4
i.
l.
“ g L
TR D L0 A - L1 M P T

Geospatial where its happen

World Institute for
wm Nuclear Security

Identity resolution

IBM Security



https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=2ahUKEwiu86zl85nfAhU7RxUIHbOvBhgQjRx6BAgBEAU&url=https://commons.wikimedia.org/wiki/File:IBM_logo_in.jpg&psig=AOvVaw3We4c5hq95ehAPYqtV1_MN&ust=1544690796471489

IBM Security

How to go INSIDER threat Hunting........ Defense in depth

Tier One.... Transaction

Tier Two ... Correlation

Detect using rule based
systems

*  Privileged Access Management (PAM)
*  Physical Security Information Mgt (PSIM)
*  User Activity Monitoring (UAM)
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i
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How to go INSIDER threat Hunting........ Defense in depth

LAYERED
DEFENSES

Tier One

i * Privileged Access Management (PAM)
- * Physical Access systems (PSIM)

* User Activity Monitoring (UAM)

22 IBM Security
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How to go INSIDER threat Hunting........ Defense in depth

LAYERED
DEFENSES

Tier One

Tier Two

* User Behaviour Analytics (UBA)
e Security Information and Event
Management System (SIEM)
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How to go INSIDER threat Hunting........ Defense in depth

LAYERED
DEFENSES INTELLIGENCE
and INTEGRATION

Tier One

* Link Analytics
 OSINT
* SARs

World Institute for === =
2 W|NS Muclear Security S5
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How to go INSIDER threat Hunting........ Defense in depth

LAYERED
DEFENSES INTELLIGENCE
and INTEGRATION

Tier One

* Link Analytics
 OSINT
* SARs

o -

Y

structured, unstructured — public, ;livate Data

World Institute for === =
2 WlNS Muclear Secur Ly e s ;
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How to go INSIDER threat Hunting........ Defense in depth

LAYERED
DEFENSES INTELLIGENCE
and INTEGRATION

Al and ORCHESTRATION,
COLLABORATION

Tier One

0 (o )

Work Flow and
Compliance
Management

Threat Reports

Y

structured, unstructured — public, Jivate Data

World Institute for T . "oy
5 wlNS Nuclear Security = === Dl
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How to go INSIDER threat Hunting........ Defense in depth

LAYERED
DEFENSES INTELLIGENCE
and INTEGRATION

Al and ORCHESTRATION,
COLLABORATION

Tier One

0 (o )

Work Flow and
Compliance
Management

Threat Reports

Y

structured, unstructured — public, Jivate Data
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27 IBM Security



https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=2ahUKEwiu86zl85nfAhU7RxUIHbOvBhgQjRx6BAgBEAU&url=https://commons.wikimedia.org/wiki/File:IBM_logo_in.jpg&psig=AOvVaw3We4c5hq95ehAPYqtV1_MN&ust=1544690796471489

How to go INSIDER threat Hunting........ Defense in depth

LAYERED

DEFENSES INTELLIGENCE
and INTEGRATION

Al and ORCHESTRATION,
COLLABORATION

Tier One

0 (o )

Work Flow and
Compliance
Management
0
Executive
Dashboard
Threat Reports - Get yOUI‘
Information StOI’y Stl’alght
sharing
A

structured, unstructured — public, Jivate Data
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Defense in depth continual process improvement

Progression from transactional to sophisticated

[ [ ; .
*¥ Tier One * Tier Two Tier Three

L M . —
Transactional Rules Correlation Rules Intelligence & Investigation

Automated Detection Events Connections Exploratory

Continual Process Improvement
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Demo Time
) ] Identity Resolution .
Recommendation Engine Collaboration
Geospatial Link Analytics Actionable Intelligence Heat Maps
Social Network Analyti .
ocial Network Analytics Visual Query OSINT All Search

T | Mo remutnt
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