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The WINS Vision

All nuclear and other radiological materials and
facilities are effectively secured by demonstrably
competent professionals applying best practice to

achieve operational excellence.




The World Institute for Nuclear Security (WINS)

» A not-for-profit NGO based in Vienna, Austria
« Founded in December 2008

» 13 staff - 60% women

+ 11 Nationalities

« Annual Budget ~ 3M Euro

« Funded by Governments, Foundations and
Industry
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WINS Membership

5,353

Members worldwide in

142 countries

Data @ 27 March 2019
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WINS Programme
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100+

International
Best Practice
Workshops

35

International
Best Practice
Guides

40,000 +

Downloads and
distributed
copies of Best
Practice Guides
and Special
Reports
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Demonstrable Security Management
Competence in other Professions
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Maritime Security :
ISD Security Home AVSEC PMC
Structure
= Ship Secunty Officer Axslstanca
= S50 Cedificate of Proficiency PROFESSIONAL
« Company Security Officer (CSO) Tralping AVS E ( MANAGEMENT
= Manne Facility Sacunly Oficar (MFS0Q) AVSEC PMC
» Porsons with Security Responsibilities : COURSE {AVSEC PMG}
ICAQ AVSEC Professional
»  Auditor Course Managers
= Pont Workers Security Awarenass Course
= : PMC Schedule
= Other Maritime Security Courses The Aviation Security Professional Management Course (PMC) is the most advanced aviatio
PMC Ryer ; security training programme in existence today which carries a formal designation (AVSEC PM),
PMC Statistics it the first of its kind globally.

AVSEC PMC Article
The programme was developed by the International Civil Aviation Organization (ICAQ) in collabg

with the John Molson School of Business at Concordia University in 2004, Its aim is to provide a
security middle and senior management personnel with new management skills and a greater

understanding of the application of the Standards and Recommended Practices contained in Ann
Go to while maintaining a creative and pedagogic philosophy. Emphasis is also placed on the use of th
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Launch of the WINS Academy
2014

WINS Academy

The WINS Academy is the world’s first international certification programme for
nuclear security management. The programme is based on a core philosophy that
views security as a fundamental aspect of risk management and corporate

reputation.

’ World Institute for
Wips

Nuclear Security




WINS Academy

Transport

New!

Security Nuclear Cyber

Management

G

Nuclear Security
Incident

Management
G

Security

C

MNew!
Nuclear Security
Governance

G

Foundation

Radioactive Source
Security Module

Management

Nuclear Security
for Scientists,
Technicians &
Engineers

G VIEW MODULE G-

Nuclear
Security
Programme
Management Nuclear

e Secu1iFy
Regulation

G

T

Communicating
with Civil
Society
=

s

World Institute for
Nuclear Security

13



Academy Statistics

1,321 Participants rom 97 Countries

357 Certified Nuclear Security
Professmnals
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Sustaining the Engagement -
The WINS Profess%onal &

A\
79%

of our participants are from developing countries

96%

of our Alumni say that WINS certification has
positively impacted their professional image

50%

of our Alumni have received a significant
increase in responsibility
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WINS Gender Champions Initiative

WINS Programme will focus on
identifying and overcoming the
barriers to women’s greater
participation in nuclear

security: we need greater

diversity to address the evolving* $

threats
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“Predicting the future is
easy ... getting it right is
the hard part.”




Physical Assaults on Nuclear Facilities: 50 years

Armed Assault, Atucha
Reactor Argentina

6 Fatalities, No Radiological Releases

4
Bombs, Lemoniz NPP
¢ Spain Armed Assault,
Pelindaba South Africa
Bombs, Equipos .
JFacility Spain
Bombs, Bataan NPP
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Cyber Attacks on Industrial Control Systems

2000

i Russia Natural Gas
i Company, Gazprom
' Trojan gains access
i control to gas pipelines 1

®2011

! USA —Water utility
' Hacker destroys pump | Misdirected Conltrol
| after gaining accessto |

& 2009
' Global Oil i their SCADA system
® 2003 Friconi M rend 4
. >ompanies 1+ Hacking
USA - Ohio Nuclear | . ; Koot
i Night Dragon
Plant ) e :
. Altack
Slammer Worm

Infection

&=

— USA - Blackouts in
multiple Cities
Cyber Attacks on
Power Equipment

Iran — Nuclear Facilities
Systems compromised
& Companies related to
Nuclear program were
also breached.

Stuxnet Worm

® 2001
USA - California
Power Distribution
Centers
Attack on 2 Web
Server due to poor
security configuration

92016
; Israel
2015 s Infection of computers
®2013 Ukraine at Electric Authority
i Austria & Germany Power ?utagﬂs at Hacking
. Partial Breakdowns substations
. of Power Grids Hacking

Comman

® 2016
Australia
Attack on the Dept. of
Resources & Energy
Hacking/Virus

#2018

®2013-2015
USA & Canada

® 2012 Attack on a company South Korea

. Saudi Arabia - Saudi operating 50 power plants Sorias of Alhacks at
Aramco Hacking theft of critical Nuclear Power Plant
Virus Shamoon power plant designs & Hacking
Distrack system passwords =

®2012

Puerto Rico - Smart
Meters hacked to
reduce power bills
Hacking
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A History of the Future of Work
(BBC — 12 March 2018)

HYPE HOPE

‘ ‘ Unfounded Utopian
' fears predictions
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®

c.3/60BC
Writing will ruin ﬁ
our memories

"If men learn this, it will

implant forgetfulness in their
souls; they will cease to

exercise memory because they
rely on that which is written”

said Socrates. We remember

his views on this because
Plato wrote them down.
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‘I 6th_‘| 7th
Century
Books will
render us
‘confused’' and
'‘barbarous’

In 1545, Swiss
scholar Conrad
Gesner complained
of a "confusing and
harmful abundance
of books". In 1685,
French scholar
Adrien Baillet wrote
there was "reason to
fear” that a
"multitude of books"
would drive us into
a "barbarous” state.
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1888 f \

We'll all retire at 45

In his utopian novel 'Looking
Backward: 2000-1887/",

Edward Bellamy imagines the
year 2000, when "working
hours are short, the vacations
regular and that all emulation

ceases at forty-five, with the
attainment of middle life."
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/
1930

We'll be working
15-hour weeks

Economist John Maynard
Keynes predicted automation
would usher in an "age of leisure
and abundance"” within 100
years. "Everybody will need to do
some work if he is to be
contented”, he wrote, but "three
hours a day is quite enough”.
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We'll commute
by helicopter

Popular Mechanics
magazine envisioned
that the commuters
of the year 2000 will
"go to the city [...] in
huge aerial busses
that hold 200
passengers. Hundreds
of thousands [will]
make such journeys
twice a day in their
own helicopters."
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1999 O

Artificial 3
intelligence will |7

take all our jobs

"The time it will take to develop
a really useful artificial brain is
20 years multiplied or divided
by 1 1/2", guessed
mathematician I.J. Good. "All
the problems of science and
technology will be handed over
to machines and it will no
longer be necessary for people
to work."
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1932: “There is not the slightest
indication that nuclear enerqgy will
ever be obtainable. It would mean

that the atom would have to be
shattered at will.”
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1932: “There is not the slightest
indication that nuclear enerqgy will
ever be obtainable. It would mean

that the atom would have to be
shattered at will.”

Albert Einstein.

ﬁ ‘ World Institute for
|N Nuclear Security



1955: "Nuclear powered vacuum
cleaners will probably be a reality

within 10 years.” =

Alex Lewyt, President of the
Lewyt Vacuum Cleaner Company.
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1962: Lewyt went bankrupt.

The electronic models had a tendency of

shorting out and giving the user a shock

which resulted in a number of lawsuits
that bankrupted the company.
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Agenda —

DAY 1 — TUESDAY 2™ April 2019

Keynote presentation: Keeping Pace with Security Risks and
Opportunities by Edward O’Neil from Duke Energy (USA)

Session 1: The Evolving Threat Landscape and the Intersection
between Threats and Technologies - Zachary Kallenborn from
Cadmus Group (USA)

Session 2: Advanced Technologies — Introduction to
Autonomous and Remotely Operated Systems Relevant to
Nuclear Security

sz‘WIdI tttf 22



Agenda —

DAY 2 — WEDNESDAY 34 April 2019

Session 3: A Comprehensive Review of Autonomous and
Remotely Operated Systems For Security:

Biometrics
Drones and drone detection

Remotely operated weapons
Robotics

Modelling and simulation
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Agenda —

DAY 3 — THURSDAY 4t April 2019 (Morning)

Session 4: Broader Considerations to Adopting Advanced
Technologies and Implementing a Business Case for Security

Regulatory, Legal and Ethical issues
When to Adopt New Technology?
Developing a Business Case

Conclusions

orldInsti or
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Survey Results

0 80% think that terrorist groups already have the capability to perpetrate
attacks on nuclear facilities with advanced technology devices.

0 Around 50% think that there is a clear trend among nuclear
organisations to deploy autonomous and remotely operated systems.

0 70% believe autonomous and remotely operated systems will
significantly enhance security arrangements at nuclear facilities.

0 Most of you think that ROWSs and drones are the technologies which will
have the most significant impact on nuclear security.

0 The main challenges for the effective deployment of autonomous and
remotely operated systems will be cybersecurity and regulations.

o The major advantages that operators will experience when implementing
these technologies are reduction of security costs and better security
performance.
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Thank You for Your Attention.
Enjoy the Workshop!

Learn more at:
WWW.WINS.Org
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http://www.wins.org/
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