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Our history

We have over 70 years of history and experience
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Complex Regulatory Environment

Nuclear Installations Act 1965, Nuclear Site licence condition 11 —
Emergency arrangements.

Nuclear Security Industries Regulations 2003

Radiation (Emergency Preparedness & Public information)
Regulations 2001

Control of Major Accident Hazard (COMAH) Regulations 1999.
Carriage of Dangerous Goods Act.
Fire Services Act 2001.

Managed in a complex and hazard site environment, challenges of
practicality.



Nuclear Site Security Plan

The Office for Nuclear Regulation (ONR) has adopted security
Assessment Principles (SyAPs). The move to SyAPs allows a much
more outcome focused approach where high level goals are laid out,
and the means by which these are met are developed and justified in
detail by Sellafield Ltd as the dutyholder. For a large, complex site such
as Sellafield with a wide range of materials, hazards and technologies,
this change to an outcome focused approach for security presents a
significant opportunity to articulate and demonstrate proportionate,
Integrated and effective security arrangements.

The overall NSSP is about more than defining and demonstrating
security. The NSSP establishes the primacy of the dutyholder and, with
the SyAPs, provides the basis for underpinning a comprehensive,
interdependent and robust security management system. The strong
starting point further enables the development of a regulatory relationship
firmly based on proportionate and risk informed security outcomes.




Our approach to the Environment, Safety & Security

* Integrated approach
» Based upon ‘Risk Informed’ decision making

« Balancing the nuclear & radiological risk with the security risk and
protecting the environment

» Unified Command, Control & Communications (C3) Response Model

« Safety and security based upon ‘Defence-in-Depth’ & ‘Graded
Approach’




Sellafield Security Enhancement Plan
(SSEP)

The SSEP was initiated in 2011. A £880m investment in security
delivered over a number of years, concluding in 2020

Replacing and upgrading existing ageing PPS assets

Created new PPS capabilities, Intermediate (HSA) and inner Areas
Created new Command & Control digitised Hub

Established new operational and response capabilities, CNC and Guard
Force

Introduced an integrated Cyber Security Operations Centre (CSOC)

Enhanced the operational and operational support capacity to create an
enduring capability



Main Site Command Facility (MSCF)

e High performance computing, software, alarms and sensor
feeds protected by cyber security provide the platform for
the management of daily operations, incidents and
emergencies

o It will be a digitised headquarters enabling a Common
Operating Picture (COP), giving a joint understanding of
risk, shared situational awareness and timely decision
making

» Establishing the MSCF is a national priority



Unified Command & Control (UC&C)
Primary Elements of the programme

1. Deter, Detect and Delay

2. Main Site Command Facility and Sellafield Site
Architecture Upgrade

3. Cyber
4. The people!!




Scope of UC&C

Sensors

Communications [
Network

Command
and

Control suite




Security capability examples
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Governance

NDA Board

Stllafield Lid

Board

Audit & Rsk
Assurance
Committee

Nominations &
FRemuneration
Committee

Nudear Sscurity
Committee

Committee

Environment,
Health, Safety
& Security
Committee

Committee
{including Windscale site)

Enterprise
Development
Committee

D Corporate Governance Body

Enterprise
Performance
Committee

Advisory Body to

the CEO

I Committeesas |
reqguired

Ste-wide management body
(princple bodies only)

Lower Tier
Management Meetings

-

Corporate Governance
Arrangements

Principle Meetings




Corporate Risk Methodology

e Quantitative risk
» Active Risk Management tools
» Effective at a tactical, operational and project level

» Subjective risk

» Strategic / Corporate risk is more subjective and therefore
neds a different approach

* Informed by quantitative risk
« Contextualising the risk against a diverse range of risks

» Balancing the totality of the risk, the legacy risk (hazard)
against safety and security case risks, DBT, beyond DBT and
Extreme events.



Sellafield Ltd risk management framework

Risk Based Management Framework

The curve below is an example of a Risk Reduction curve for LP&S
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The security challenge — Balancing intolerable risk

Our Greatest challenges is the legacy plants




ES&S VMOST (draft)

Mission
ES&S will enable efficient delivery of the Sellafield Ltd
Corporate Plan and maximise environmental benefit by :

* Providing direction and capability to support fit for purpose
operations through an proportionate approach to risk.

* Drive continuous improvement and integration where
possible against safety, security and environmental standards
applied across the business, and with our supply chain
partners, through sharing good practice and robust assurance.

* Inform and influence key stakeholders to leverage support
for accelerated safe, secure environmental remediation.

» Deliver, in conjunction with Site Management and Value
Streams , safe, secure site stewardship.



Assurance framework

Stratapic Objsctive

LT

Secun

L Ll ]

&

Resilience Strategic the-:tlves

Jan-19

Commsants

MU = WO AS LR

=
Fidlp e R e ] T S e
L = e il =]

Ageasd aorep s ofasrarn sl Barchreoridng ofora saasaarmanes S0 sa GRICKH w sl b avidancasd b yohe S0 096 Lavad 1 DRR-CRS sansaasd | Sacuriey
JCooar s b roh s o Whad readay 14 I\hnnﬂhlrbﬁl‘.l ﬂhﬁ mrn-ammm-.’il:ﬂ- parfareanca which OHR dsscrbad & = hd.uu'_r\-
mading™. Thia arang park e d vhoe Foa bsar read &l e 1T riry Coarcia whileh waa adas » rebuar
PoREON; | aransad | o i ch reasg b In clualan o'l d cyhar Jang Al OHR sessessad Lavel 1 ascur oy o r aafany soancd s |ni 8d TAG or SHGHE
P, tatatabat bt St GRCDN.

Jooreplaria i rama of SUR B arargan oy scarciiaa sanduceasd arfaciBeylaval in Sl s sre currandy ae 3G RCCK laval

JCharrares, of baar prace ol dardfaad In S rad ks rek g, ol th acoen ol agan claa oAU p ot an an horeaad |roagraraad raaps raa ared raceary sapobll iy,

a3
i RIS e e e

il e o s i e s macure alta A ardehlp hoe, b reainieain sd  Thile chjscsiv il hcssvar rareain sz ok uned| cha ZERP Porfal ko biae dallvarsd In le
pard ray  Reatas rom pban seacc] ke i chla I In p s B naoin &k s o s parpr s poria dd e an.

[Tha COTa arefully mannad mid rainad 24T ©ybear Sacur oy Oparacn g Canma capoailiy & In ples Ong ing dad by of Oyl ar Profss | mprovar ancs, o
jard arca Tk ch dan and et Ny, Towr o Mo g il s e | s, accier g ancling Setar S A 7o DANOWnc s o ArmAng Ny s Ll pne s
Aedan Hnanhpmummmmhm:mmln’u raap o |n prasced ca sl oh Ratad lan b caah gy dare n e d ur rag thed raARSn A
oo chas Wickc Ackd p il o |rosoivs Tank Came 1osh Jan 16

S0
Owivmr o wnbed e aec ity enw ey
munsgemens and mdiencs porSclee (SST

forearad | b o wll vy anid i oy ool iy rod | d on | enged ' rere i . o e 0 chel Al o Dol e rang o g raed W ich arsioahsl dare snd

fragu bacor & In Sios Rl llan ca and Creargancy’ € ron camnan e Prog raema o abl Doy d s resrac e hovss B s auccssa®ul by complasad far | 5 o kil dea,
juar for cad Iver yrhia I 7. Dl by of Inid o Opsaraain g ©opohd iy w ich in ches W dn Sios Comermand K] Doy remeodn o chllang in g Cabvye, In dallvary e,
fesaan i sad o gh ched qua armar arsd i vary' p ban b bean g in placa,

S
Iroe i ete wecunty W reeeeos obo Selete i L
oore o, wnd uc w e enatle

Abd ey no o ane reaoracs | rrsasrnan ©val s sevaassd s e Ao r purs s, gl ven g rovsd skl oy oo forscsar and assses, sees | resecrs ane chincug b S0,
o reaetd g 0o rester 1 rownec] o Corgears ar yaorand Aoy oo mses furure financl l recucs o s b chodsniging.

PP el e A e rond | nmegr 0 o ecrd A S ink oo nead e A Rlalkc Do weever, an | replamean ool on plan oo dal e SAsranarses, o P ormrenah ip wich ohes busirees B in
fdad vy, anid e bl g rep crmetad gl riar ohrasg b gl vamonca. An sccarmp b of pro grses e cadl d b over G5 P el iy S iy S b sae, (TS hoves oran admad
bop roresd i wrerah Ip from SRRTRSG ES no s biusd rees, Ol

JToad var d oand raachu e . arad Frro] scrs acd rdad se SrRieke Thio o baing sssaad snid monlonsd, how sr d recs |eveds, of
b sz A n ok sopecraad 8 Incrases aubacsndally und | afer MECE 100, Nigh Sacuriy bras 1 rrangamanss, auccsasdully irepl arsansad withiin oh s b un s
peich Hois Impoer o o parad ore. FPR w I reau ire e reccad v | d focua g e ol Warkla cond raing on develo preane of Calls
frac rarsancs, for Zacur & by Cwalgn and con fimeada i of sazan ok (Rad Tasrein gl

=0
LR el TR Sl e B R b S R
mode

Porvarad | irepra vin g eraned agad e il o e Inohiadl wich algnifc I arra reasi AN arrarag s and plara o oplaca wnid fe brpup sas
peich thanse SySpe sllgnsd NESP foracaar birapprasal by OFR In sk sy, hwmrm‘i'xrmrkln ol et eris i, thet Driraacmorass, AL o g

jari sz paards rrean b rean earing . Clo daawe ofchia KO lammr of sareadm g Al Ma. el d | Fadsru ary. Croarsll andeah ol dar
jrearagarnans wa ridn g wall In proco e ibh acsloahsel dar raviaer & ol va, Upsd ama, ta I\tr.lrﬂnu'nmmrurkldmnplmlnﬁmnhn.




Modelling — AVERT




Governance — Green Book business case

Strategic dimension

What is the case for change, including the rationale for intervention?
What is the current situation? What is to be done? What outcomes are
expected? How do these fit with wider government policies and objectives?

Economic dimension

What is the net value to society (the social value) of the intervention
compared to continuing with Business As Usual? What are the risks and
their costs, and how are they best managed? Which option reflects the
optimal net value to society?

Commercial dimension

Can a realistic and credible commercial deal be struck? Who will
manage which risks?

Financial dimension

What is the impact of the proposal on the public sector budget in
terms of the total cost of both capital and revenue?

Management dimension

Are there realistic and robust delivery plans? How can the proposal be
delivered?




Sellafield Total Security Costs (2005-2018)
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2012 2013 2014 2015 2016 2017 2018
£1243M | £1253M | £152.4M | £152.5M | £186.5M | £210.4M | £208.6M




Security Operational / Capital Costs (2005-2018)
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2017
£95.8M
£114.5M




ICT Costs (2005-2018)

Information Services Organisation Only
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Total Cyber Costs (Incl. forecasted Costs)




Breakdown of 2018 Operational Budget

Cyber Security &
Emergency Information

Response, 9% Assura nce, 6%

Drills & Exercises,
1%

Change Programme,
5%

Regulatory, 3%

Support, 26%




Breakdown of 2018 Operational Cost

Cyber Security & Information
Emergency Response, £8.8M / Assurance, £5.5M

Drills & Exercises, £.5M

Change Programme, £5.3M

Regulatory, £2.9M

Support, £25.1M




Business Case Reflections

All parties must occupy the ‘right’ space

It’s all about culture — change management is money well
spent

Capital structures can shape culture

Consultants lack a deep understanding of the business
environment — the role of the the ‘Intelligent Client’

e Outcome focussed — seek to realise complementary benefits
* Programme vs Project

* Be resilient!



AN Sellafield Ltd




	Slide Number 1
	Agenda
	Slide Number 3
	Our history��We have over 70 years of history and experience
	Slide Number 5
	Complex Regulatory Environment
	Nuclear Site Security Plan
	Our approach to the Environment, Safety & Security 
	Sellafield Security Enhancement Plan (SSEP)
	Main Site Command Facility (MSCF)
	Unified Command & Control (UC&C)
	Scope of UC&C 
	Security capability examples
	Governance
	Corporate Risk Methodology
	Sellafield Ltd risk management framework
	The security challenge – Balancing intolerable risk
	ES&S VMOST (draft)
	Assurance framework
	Modelling – AVERT
	Governance – Green Book business case
	Sellafield Total Security Costs (2005-2018)
	Security Operational / Capital Costs (2005-2018)
	ICT Costs (2005-2018)�Information Services Organisation Only
	Total Cyber Costs (Incl. forecasted Costs)
	Breakdown of 2018 Operational Budget
	Breakdown of 2018 Operational Cost
	Business Case Reflections
	Slide Number 29

