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Agenda
• Introduction to Sellafield Ltd
• Regulatory Environment
• Balancing environment, safety and security
• Security enhancement programme
• Outline governance structure
• Risk
• Assurance
• The ‘Green Book’
• £££
• Business Case reflections
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Sellafield site in West Cumbria



Our history

We have over 70 years of history and experience
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Complex Regulatory Environment
• Nuclear Installations Act 1965, Nuclear Site licence condition 11 –

Emergency arrangements.

• Nuclear Security Industries Regulations 2003

• Radiation (Emergency Preparedness & Public information) 
Regulations 2001

• Control of Major Accident Hazard (COMAH) Regulations 1999.

• Carriage of Dangerous Goods Act.

• Fire Services Act 2001.

• Managed in a complex and hazard site environment, challenges of 
practicality.
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Nuclear Site Security Plan
The Office for Nuclear Regulation (ONR) has adopted security 
Assessment Principles (SyAPs). The move to SyAPs allows a much 
more outcome focused approach where high level goals are laid out, 
and the means by which these are met are developed and justified in 
detail by Sellafield Ltd as the dutyholder. For a large, complex site such 
as Sellafield with a wide range of materials, hazards and technologies, 
this change to an outcome focused approach for security presents a 
significant opportunity to articulate and demonstrate proportionate, 
integrated and effective security arrangements.

The overall NSSP is about more than defining and demonstrating 
security. The NSSP establishes the primacy of the dutyholder and, with 
the SyAPs, provides the basis for underpinning a comprehensive, 
interdependent and robust security management system. The strong 
starting point further enables the development of a regulatory relationship 
firmly based on proportionate and risk informed security outcomes.



Our approach to the Environment, Safety & Security 
• Integrated approach

• Based upon ‘Risk Informed’ decision making

• Balancing the nuclear & radiological risk with the security risk and 
protecting the environment

• Unified Command, Control & Communications (C3) Response Model

• Safety and security based upon ‘Defence-in-Depth’ & ‘Graded 
Approach’



Sellafield Security Enhancement Plan 
(SSEP)

The SSEP was initiated in 2011.  A £880m investment in security 
delivered over a number of years, concluding in 2020

Replacing and upgrading existing ageing PPS assets  

Created new PPS capabilities, Intermediate (HSA) and inner Areas
Created new Command & Control digitised Hub

Established new operational and response capabilities, CNC and Guard 
Force

Introduced an integrated Cyber Security Operations Centre (CSOC) 

Enhanced the operational and operational support capacity to create an 
enduring capability 



Main Site Command Facility (MSCF)

MSCF: “The resilient, digitised hub for 
Sellafield’s unified Security and 
Resilience Operations, Emergency 
Response and Recovery”.

• High performance computing, software, alarms and sensor 
feeds protected by cyber security provide the platform for 
the management of daily operations, incidents and 
emergencies  

• It will be a digitised headquarters enabling a Common 
Operating Picture (COP), giving a joint understanding of 
risk, shared situational awareness and timely decision 
making  

• Establishing the MSCF is a national priority



Unified Command & Control (UC&C)
Primary Elements of the programme

1. Deter, Detect and Delay
2. Main Site Command Facility and Sellafield Site 

Architecture Upgrade
3. Cyber
4. The people!!



Scope of UC&C 



Security capability examples

Hostile Vehicle Mitigation Vehicle Access Control PointCivil Nuclear Constabulary Civilian Guard Force

Subterranean voids Specialist trained dogs Cyber Security Operations CentreUnmanned Aerial Vehicles (UAVs)

Ballistically protected vehicles Emergency Duty Teams Sellafield Fire & Rescue Services Security vetting and access control

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=2ahUKEwi18a-MmaLgAhXS1uAKHRdrDMkQjRx6BAgBEAU&url=/url?sa%3Di%26rct%3Dj%26q%3D%26esrc%3Ds%26source%3Dimages%26cd%3D%26ved%3D%26url%3Dhttps://www.protectedtransport.com.au/protector-2-transport-vehicle-specifications.php%26psig%3DAOvVaw1oqtCmQQjxldRdebZ-VNZT%26ust%3D1549373657016951&psig=AOvVaw1oqtCmQQjxldRdebZ-VNZT&ust=1549373657016951


Governance
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Corporate Risk Methodology

• Quantitative risk 
• Active Risk Management tools
• Effective at a tactical, operational and project level 

• Subjective risk
• Strategic / Corporate risk is more subjective and therefore 

neds a different approach
• Informed by quantitative risk
• Contextualising the risk against a diverse range of risks
• Balancing the totality of the risk, the legacy risk (hazard) 

against safety and security case risks, DBT, beyond DBT and 
Extreme events.
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Sellafield Ltd risk management framework



The security challenge – Balancing intolerable risk



ES&S VMOST (draft)
Mission
• ES&S will enable efficient delivery of the Sellafield Ltd 

Corporate Plan and maximise environmental benefit by :

• Providing direction and capability to support fit for purpose 
operations through an proportionate approach to risk. 

• Drive continuous improvement and integration where 
possible against  safety, security and environmental standards 
applied across the business, and with our supply chain 
partners, through sharing good practice and robust assurance. 

• Inform and influence key stakeholders to leverage support 
for accelerated safe, secure environmental remediation.

• Deliver, in conjunction with Site Management and Value 
Streams , safe, secure site stewardship.
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Assurance framework



Modelling – AVERT
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Governance – Green Book business case

• From PDD -> Lynda Toogood /Annabelle Vile / Simon 
Wittridge
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Sellafield Total Security Costs (2005-2018)
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Security Operational / Capital Costs (2005-2018)



ICT Costs (2005-2018)
Information Services Organisation Only
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Total Cyber Costs (Incl. forecasted Costs)
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Breakdown of 2018 Operational Budget

26



Breakdown of 2018 Operational Cost
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Business Case Reflections

• All parties must occupy the ‘right’ space
• It’s all about culture – change management is money well 

spent
• Capital structures can shape culture
• Consultants lack a deep understanding of the business 

environment – the role of the the ‘Intelligent Client’
• Outcome focussed – seek to realise complementary benefits
• Programme vs Project
• Be resilient!
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