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WINS Vision & Mission

All nuclear and other radiological materials and
facilities are effectively secured by demonstrably
competent professionals applying best practice to

achieve operational excellence

To be the leader in knowledge exchange, professional
development and certification for nuclear security
management
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5,200

Members worldwide in

141 countries
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WINS Programs

Sharing Operational Experience

De
De

Knowledge Centre

Training & Certification

Evaluation
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Best Practice Guides

WIS INTERRATIONAL BEST PRACTICE O

Legal Accountability and
Liability for Nuclear
Security

2.4

Communicating Security
Informaticn:

Striking a Balance
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Security by Design

®

Nuclear Security for
Scientists and Engineers

Working Effectively with
External Responss Forces

Security of High Activity
Radioactive Sources

Security Governance
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WINS Special Report Series

M.Hs | World Institute for

MNuclear Security

WINS Special Report Series

Considerations for the
Adoption of Alternative
Technologies to
Replace High Activity

Radioactive Sources
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WINS Academy
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Program Delivery Online

PEARSON
Unit 2: The Nuclear Industry in Context

Defining a Generic Design Basis Threat

P

WINSACADEMY

Two questions that frequently arise amongst regulators, operators and

response personnel are. “What is a credible threat? What are we tryng to

= defend against?

24 The Evoling Threat itis the responsibiity of individual States to decide what kind of threats
Envronnmnt are credible given such factors as their arrangements for border

protection, State intelligence, and counter terrorist policing it 15 abvio

from reports of terrorist and criminal incidents that many of the same
ns for Further tactics, armaments and equipment are in use worldwide and can be

easily used against nuclear and radioactive targets as well

The table, which is based on publicly available information, provides a

summary of the range of threats thal might exist in 3 Stale and the polential implications and considerations for the security
of nuclear facilties and matenials in transport. The size of the attacking force is not addressed in this table. However, it
should be presumed that the attacking force has the assistance of one or more insiders with access lo, and knowledge of
the site and'or transport operations.

WINSACADEMY

with Textbooks

Radioactive Source Securit
Management

Certified Professional
Development Programme

5,100+ accredited test centers in over 180 countries worldwide
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Evaluation Services

Self-Assessment Tools
Tools to evaluate and measure

programmes, processes, plans and more.

Survey Tools
Guidance, questionnaires and associated
software to conduct anonymous employee
surveys with a statistical analysis of the
results.

Peer Review
Guidance developed for both nuclear
organisations and organisations with
radioactive sources

Peer Review Guidelines
to Assess the Security
of Radioactive Sources
Used in Medical
Applications
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WINS Gender Champions Initiative

WINS Programme will focus
on identifying and
overcoming the barriers to
women’s greater
participation in nuclear
security: we need all views e
to address the evolving
threats
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|AEA: Incident and Trafficking Database

Incidents related to trafficking or malicious use, 1993-2017 Incidents involving other unauthorized activities and events, Group III, 1993-2017
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The actual number of successful thefts
of nuclear and other radioactive material is unknown.
Source: https://www.iaea.org/sites/default/files/18/12/itdb-factsheet-2018.pdf
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CNS Global Incidents and Traffick\ing Database, 2013-2017
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GOAL: EFFECTIVE NUCLEAR SECURITY

Management systems are well
developed and prioritize security
(a) Visible security policy;
(b} Clear roles and responsibilities;
(c) Performance measurement;
(dy Work environment;
ey T
(f
(g)
(h)
(i) Continual determination of stafl’
trustworthine
(j) Quality assurance;
(k) Change management;
() Feedback process;
(m) Contingency plans and drills;
(n) Self-assessment;
(0) Interface with the regulator;
(p) Coordination with ofl-site
organizations;
(q) Record keeping.

Behaviour fosters more effective
nuclear security

Leadership behaviour

(a) Expectations;

(b) Use of authority;

(¢) Decision making;

(d) Management oversight;
{e) Involvement of stalT;

(f) Effective communications;
(g) Improving performance;
(h) Motivation.

Personnel behaviour

(a) Professional conduct;
(b) Personal accountability;
(c) Adherence to procedu
(d) Teamwork and cooperation;
(e) Vigilance.

PRINCIPLES FOR GUIDING DECISIONS AND BEHAVIOUR

(a) Motivation;
(b) Leadership;

(¢) Commitment and responsibility;
(d} Professionalism and competence;
(¢} Learning and improvement.

NUCLEAR SECURITY

CULTURE

BELIEFS AND ATTITUDES

(a) Credible threat exists;
(b) Nuclear security is important.

|AEA
Guidance
on Security

Culture:
NSS 7

Source: https://www-pub.iaea.org/MTCD/Publications/PDF/Pub1347_web.pdf
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WINS Guidance on Security Culture
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Nuclear Security
Culture

1. Strategic Context J

Leadership
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Who Needs Security Training:

|AEA Guidance

Ensure that prime
responsibility for the
security of nuclear
material, other
radioactive material,
associated facilities,
associated activities,
sensitive
information and
sensitive information
assets rests

with the authorized
persons.

BOARD
OF DIRECTORS

CHIEF EXECUTIVE OFFICER
|

CHIEF OPERATING OFFICER s RISK MANAGEMENT AND LEGAL

OPERATIONS SAFETY FINANCE

ENGINEERING
AND
TECHNOLOGY RESOURCES

== HUMAN == == PUBLIC
UESIGN RELATIONS
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Who Needs Security Training:

|AEA Guidance

Ensure that prime
responsibility for the
security of nuclear
material, other
radioactive material,
associated facilities,
associated activities,
sensitive
information and
sensitive information
assets rests
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Director, Hospital

(Licensee)

Key Roles with Accountability for Security (Example)

Head, Department of

Radiotherapy

Manager, Security
Services

Co-60 Teletherapy
Operator,
Radiotherapy
Technologist

Head, Maintenance
and Service
Department

Alarm Station
Staff

Medical Physicist
Radiation Safety
Officer

Hospital Staff

Patrol Guards

Radiotherapists,
Nursing Staff

Contractors
(e.g. Cleaners)

Remote (offsite)
Alarm Monitoring
Service
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Security Culture Summary

1. The threat is real.

2. Mitigating the threat requires a well trained and
competent staff.

3. Leadership buy-in is critical.

4. WINS runs a number of programs that can support
your organization.
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Communication with al

involved in the security

culture and sufficient training
to accomplish the primary

Creating a balance between
physical security and
operational needs. .

Workflow
disruptions

Lack of Lack of top management
understanding support

‘-

Complacency

all levels

Barriers to achieving an effective and sustainable security culture
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