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TheNUC-track Project Partners

Specialist of Nuclear and CBRN
topics operating in France and
Internationally

In partnership with large
groups :

Nuclear Industry
* Research and

Development

» Consulting

Defense

nuc?l @

Creative nuclear solutions

Security
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Aid & Support
Liberté Eglah‘li « Fraternité
Collaborative Project REvUBLIQUE FRANCATS

The Nuc-Track project is approved by two French competitiveness

clusters:
Paris Region Systems & ICT
Nuclear Industry Cluster Cluster
A Systematic
NUGLEAR | Paris Region Digital Ecosystem
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Péle Paris Région Systemes et TIC

The Nuc-Track project is supported by the French government:
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The NUC-track Security Project

» Real time surveillance of radioactive sources during all phases of the cycle :
Storage, Transport and Use

» Protection against various threats (theft, human error, malicious act)
following a risk reduction pattern.

The Nuc-Track project provides :
= a solution for protecting radioactive sources, especially in transport
situations, when such sources are most vulnerable.
= an accurate traceability of all the sources’ movements and whereabouts.
= an efficient answer to a national security concern. This sensitive issue will
lead to the implementation of new domestic laws aimed at tightening the
sources security.
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Radioactive Sources examples for different applications

- Gammagraphy, Radiography
- Ir1192 (74 days half life)
- Co60 (5.2 years half life)
- Se75 (120 days half life)

- Up to 4.4 TBq for the most common source

- Oil Well logging :

- Cs137 ( 30 years half life
- Am/Be (432 years half life
- Cf252 (2.6 years half life)

- Up to 63 GB(q for the most common source
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Radioactive Sources examples for different applications

- Medical :
- Teletherapy : Co60 Cs137
- Curietherapy : Ir192 Cs137
- Blood Irradiator : Cs137 Co60

Activities up to 220 TBq
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Global security : an holistic approach

The system security level is defined by the weakest link of the chain

e

Storage Transport

Threats / Vulnerabilities Use Solutions

Human factors & Protection means:

equipment reliability : * Physical security
Physical attacks Risk analysis » Tracking / Detection

Cyber attacks » Cyber security
Insider threat * Procedures

Human error « Redundancy of equipment
Equipment failure * Virtualization
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Strategy : a Combination of Technologies & Procedures

Deterrence

Protection

Prompt
Detection
Identification

Blocking
actions

» Discretion
« Strict procedure for packaging
and preparing missions

» Security means (video, access
control, intrusion detection) during
the different phases

Facility physical protection
Vehicle protection

Tracking & permanent electronic
surveillance of packages

Tampering devices

* Round-the-clock surveillance

Interception » Alarm processing following escalation
procedures taking into account criticality

level

* Mechanical locking
 Anti-ignition system
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Principle of the solution
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TheNUC-trQCK components

Nuc-Track embedded Tracker
Autonomous ruggedized Black-box fixed to the radioactive source packaging
and embedded with several components (positioning GPS, GSM or satellite
transmission, innovative sensor control and gamma radiation, and a Battery).

Surveillance Center application
* A 24 hours a day monitoring service to

- Data base management :‘:II(IJV\E)-ulp the trqnsport rrllssu:n,
for radioactive sources global SUPEVISOry SySIEmIlo manage

= <= . Mission planning alarms and the linked instructions,
* An intuitive man-machine interface

based on a GIS solution,

* In addition, possibility to manage storage
& use phases with physical security as
video, access control or intrusion
detection,

» Option of a SIEM for cyber security
purposes

End-user application
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Example of gammagraphy packaging used in France

The device which contains the source is identified by a unique serial number
printed on a Q/R code label. This device is inserted in a transportation box.

This packaging is equipped with the Nuc-track tracker embedding a unique
identifier.

Nuc-Track
tag

Nuc-Track
embedded
tracker




General Architecture
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Surveillance Procedures

Transfering
Entering mission data
mission data in terminal

Preparing package :
» Coupling source/
tracker

Loading
Vehicle

» Checking package presence
« Alarm management
* Permanent & real time

surveillance

2 persons rule

control




End-user Interface

Surveillance Center

The end-user application software includes two
main functionalities :

- Data base management of the radioactive
sources
* Inventory of sources
 Real time status of equipment End-user [/ <
« Regulatory requirements interface B 55

* Reporting

* Mission planning
« Mission configuration
 Downloading mission data to terminal
« Transmission to Surveillance center
* Reporting

Terminal



Surveillance Center MMI

*¥ 230416170523 &
#M15962 Geofencing Alarm | &

 GIS & Alarm

management system:
« Operator log &
procedure
management
* Traceability
* Reporting

« Audio communication
* Video surveillance

 SIEM (Security Information
and Event Management)
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Overall Summary

The Nuc-Track solution is a security tool providing
response to crucial security issues through a global

approach:
- Continuous security during all operational phases,
- Monitoring of the source’s packaging,
- Insider threat mitigation insured,
- Cyber security embedded,
- Scalable solution to accommodate small or large fleets of sources,
- Easy traceability and reporting of all source movements,
- Complies with code of conduct and guidelines to improve
radioactive sources security.

NUC-track
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OTHER TECHNOLOGIES IMPROVING THE SECURITY OF RADIOACTIVE SOURCES

°* NuVISION solution
disruptive innovation
providing

A real time imaging
together with:

- Location of the source
- Gamma doserate
- |dentification of the source

PDT_2017_00:

Ref : NVACZ.

NUVIATECH

INSTRUMENTS

Q

NuVISION is a compact portable
spectrometric gamma camera based

on CZT semiconducting detectors and
coded aperture AND Compton imaging
capabilities. The aim is to provide end-
users with a complete portable and
sensitive system allowing them to not
only detect but also measure a dose rate
in H*(10), localize the source and identify
the radioisotope, thanks to excellent
spectrometric ability on a wide energy
range (20-1400keV). (from Am-241 to
Co-60). Additionally, the processing speed
allows to perform real-time imaging and to
observe mobile sources.

NuVISION

A PORTABLE SPECTROMETRIC
GAMMA IMAGING SYSTEM

BENEFITS

- User-friendly, portable device

- No cable needed, fully

independent and autonomous

- Real-time imaging
- Specially designed to work

in nuclear plants and nuclear
cycle facilities

- Combines sharp image quality

and 360° field of view

- H*(10) dose rate estimation
- Capable of identifying

radiation energies

KEY FIGURES

Energy
/ Resolution
O at 662Kev
3 k Light weight
g handheld camera

Sensitivity in
less than 1min.

for 137Cs



NuVision
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OTHER TECHNOLOGIES IMPROVING THE SECURITY OF RADIOACTIVE SOURCES

Will bring quite a revolution for :
Improving Security of radioactive sources during :

- Storage phase (fix installed version))
- In Use phase (mobile version (3kQ))
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