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« Senior Security Engineer at the large chemical “/‘!"/
4
company — defender role ==
« Specializing in offensive cyber-physical security in /
Critical Infrastructures —IC

o Focus: Physical damage or how to make
something going bad, crash or blow up by
means of cyber-attacks




I\/Iy only experlence wlth nuclear field
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M. Krotofil, J. Larsen, D. Gollmann. The Process Matters: Ensuring Data Veracity in Cyber-Physical Systems (ASIACCS, 2015)



« Evolvement: Threat actors and their motivation

* Current trends: Cyber threat landscape

* Product security: Worrisome State-of-the-Art



Threat actors evolvement
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I\/Iodernlzatlonof the nuclear mdustry

Reactor Could Push Nuclear Technology
Forward

A new kind of nuclear plant is he

https:/mww.popularmechanics.com/technology/infrastructure/a28912471/digital-nuclear-reactor/

References for Cyber Incidents at Nuclear Facilities

Korea Hydro and
December South Data theft and

Nuclear Power Intentional 4, 25
2014 Korea release
Company
Japanese Nuclear Nuclear facility
February .
2015 Material Control Japan used as relay Unknown 26
Center point in attack

https://www.nti.org/analysis/tools/table/133/



(Cyber)Terrorlsts _.
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« Aim at dramatic effect (Godzilla effect)

* Previously did not showcase strong
technical or cyber capabilities CALIPHAT"E"é‘y’%ER army i

« Currently: actively recruiting members
with engineering and cyber
background/skills

. P,
2 9

Security Guard's Murder Fuels Fears That
Nuclear Plants in Belgium Could Be
Attacked

A guard’s missing security pass to a nuclear power plant in Belgium
had to be deactivated after he was found shot to death in his home.

Mar 26 2016,



(Cyber)_ Crlmlnals .

« (May) use cyber attacks to support criminal activities
— E.qg., stealing/smuggling nuclear materials

* Discovered ways to monetize attacks in infrastructures
with critical uptime/availablility requirements
— Extortion attacks (ransomware)

« Participating in the market as a resource for hiring
— Hackers for hiring
— Hacking tools for sale

www.europol.europa.eu/sites/default/files/documents/cyberbits 04 oceanl3.pdf
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TOP SECRET//COMINT//REL TO USA, FVEY

« The build-up of capabilities keep accelerating RAGEMASTER
ANT Product Data

L e a ke d N SA C atal O U e Of C D e r tO O I S (TSISUIREL TO USAFVEY) RF retro-reflector that provides an enhanced radar  —
cross-section for VAGRANT collection. It's concealed in a standard computer video 24 Jul 2008
graphics array (VGA) cable between the video card and video monitor. It's typically u

installed in the ferrite on the video cable. |
" I
(U) Capabilities

. .
(TS//SI//IREL TO USA,FVEY) RAGEMASTER provides a target for RF flooding
. ra e I C O e ra I O n S O S u O r O n — e r I I l and allows for easier collection of the VAGRANT video signal. The current
RAGEMASTER unit taps the red video line on the VGA cable. It was found that,
empirically, this provides the best video return and cleanest readout of the
monitor contents.

—— ~~ MM T

objectives e
— E.g. espionage, persistence

- -
. I I aC k (U) Concept of Operation . . . .
I n O S u D O r n a I O n a e C O n O I I l (TS//SI//IREL TO USA,FVEY) The RAGEMASTER taps the red video line
between the video card within the desktop unit and the computer monitor, . ..
typically an LCD. When the RAGEMASTER is illuminated by a radar unit, the
illuminating signal is modulated with the red video information. This information ..

. = .
is re-radiated, where it is picked up at the radar, demodulated, and passed
I onto the processing unit, such as a LFS-2 and an external monitor,
" | NIGHTWATCH, GOTHAM, or (in the future) VIEWPLATE. The processor

recreates the horizontal and vertical sync of the targeted monitor, thus allowing
TAO personnel to see what is displayed on the targeted monitor.

subvert production lines

Status: Operational. Manufactured on an as-needed basis. Contact POC for
availability information.

POC: _' $32243, _' - Derived From: NSAICSSM 1-52

Dated: 20070108
Declassify On: 20320108

TOP SECRET//COMINT//REL TO USA, FVEY

https://www.aclu.org/files/natsec/nsa/20140130/NSA%27s%20Spy%20Catalogue.pdf



Recent hlgh proflle attacks

Over 500.000 affected devices

(over 10 brands & 70 models), Hackers targeted specific records of 20
2018 individuals, 2019



Lagglng behlnd threat actors are Catchlng up
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China’s APT3 Pilfers Cyberweapons from the
NSA
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https://threatpost.com/chinas-apt3-pilfers-cyberweapons-nsa/148086/



Threat actors W|th speual prevmges

Playing nice? FireEye GEO says U.S.
malware is more restrained than

- |
adversaries JUN 1, 2018 | CYBERSCOOP

Mandia, for example, told CyberScoop that before publishing a public

threat intelligence report, FireEye will typically tip off intelligence
officials from the Five Eyes alliance about the release. If FireEye
detects malware on a customer’s system that researchers think is from
the U.S. or an allied country, it will remove it. But Mandia said such

malware ought to be stealthier.

https://www.cyberscoop.com/kevin-mandia-fireeye-u-s-malware-nice/



“Defense-i n-Depfh”

Protection against
Russian backdoors

Protection against
Israeli backdoors

-

Protection against
“hinese backdoors

Prq,tecﬁsn against
IS backdoors




AcceSS|b|I|ty of proprletary mformatlon

« Sensitive and confidential documentation is readily available
— Unprotected repositories
— Public sources, e.qg. Virus Total, Scribd, etc.
— Purposely leaked data and documentation

https://www.reuters.com/article/us-nuclear-southkorea-northkorea-idUSKBNOMDOGR20150317
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EaS|Iy obtalnable hardware & software,

* One no longer need rich and legal buyer to obtain equipment
— Can be purchased on e-commerse platforms
— Firmware available on GitHub
— Even source code can be obtained
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Current trends In cyber threats landscape




Targeted ransomware

Norsk Hydro ransomware incident losses
reach $40 million after one week

March 26, 2019

https://www.zdnet.com/article/norsk-hydro-ransomware-incident-losses-reach-40-million-after-one-week/



Cryptomlnlng farms |n |solated faC|I|t|es

Security News This Week: Cryptocurrency Mlners
Expose Nuclear Plant to Internet _ ,,

BB.24_ 28119

https://www.wired.com/story/nuclear-plant-
cryptomining-bec-scam-xbox-security-roundup/

Russian Scientists Arrested for Crypto

Mining at Nuclear Lab

~ O Tatl= . . . . ..
ch J, £UIS https://www.coindesk.com/russian-scientists-arrested-crypto-mining-nuclear-lab



I\/Iatured ZEro day & offeswe tools market
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WhatsApp / i0S |/

Windows .
insu:egsl;aalgjre elile s (Hedsptsna 6) Ll..n1u;0|::E
Oclicks ~400- ~250- 400k$

~1.5M$ 600k$ 500k$

J J

Chrome
RCE

(without sandbox

N

escape)

~300-
400k$

https://i.blackhat.com/USA-19/Wednesday/us-19-Shwartz-Selling-0-Days-To-Governments-And-Offensive-Security-Companies. pdf



I\/Ialn trend N offenswe securlty

RACE 10 THE
BOIIOM




-z _
: Business
processes
secure by design

Currently threat models
assumes that the e-commerce
application is “taken” by
attacker

http://isyou.info/jowua/papers/jowua-v3nl12-1.pdf



BIOS rootklts ® |

LojJax: First UEFI rootkit
found in the wild, courtesy of
the Sednit group

27 Sep 2018

https:/mwww.welivesecurity.com/2018/09/27/lojax-first-uefi-rootkit-found-wild-courtesy-sednit-group/



Brlef hlstory ofcyber physmal attacks

Reconnaissance and weaponization of It's happening: Publicly
capabilities known cyber-physical attacks
~\

1999 2010 2013 2015 2016 2017
First active recon Planned First publicly  Ukrairje power Ukraine TRITON
& initial intrusion operation to known OT gridjattack power grid

attempts hinder Iran’s recon activities (BlacKEnergy) attack
nuclear program (HAVEX) (Industroyer)

Successful cyber- (Stuxnet)

physical experiments
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Purdue network reference architecture,
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Race-to-the-Bottom when placing explgits
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TRITON implant
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Human operator

I 4 .
| Triconex e
| ETEE
| . I
I _handler: # CODE XREF: invoke_syscall:S\
I Iwz r1l, exc(r3) # Load Word and Zero
I lis rie, off_FFBe@e@ha # Load Immediate Shifted
I L] addi r11, ril, -1 # Add Immediate
Irl I Iware I mulli re, rll, ex1C # Multiply Low Immediate
I addi rle, rie, off_FFB@@B@l # Add Immediate
1wz r6, (off_FFB1@4 - ©xFFBEEA)(r1@) # FFB104
I 1hz r9, (word_FFD232 - OxFFBO@@)(r10) # FFD232
I add rl2, r6, r@ # Add
I addi r7, rle, ©xl74 # exFFB174
I I M_EXECUTE:
13 . s I (mp >= b
Your wish is n )Y |
I I (function_ptr <

command’




TRICONEX: Safety Integrlty Level (SIL3)
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Figure 1: Analysis of 5IL requirements for all
1N SIF loops in a Middle Eastern refinery. y
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http://iom.invensys.com/EN/pdfLibrary/Datasheet_Triconex_TriconSIL3_06-11.pdf



Triconex In nuclear field

TRICONEX

Tricon Version 9-10 Systems

Planning and Installation Guide

for Tricon v9-v10 Systems
Assembly No. 9700077-012

INVENSYS PROCESS SYSTEMS February 2009

TriStation 1131 Developer’s Workbench

nvensys.

ZTRICONEX

TRICONEX PRODUCTS - INVENSYS PROCESS SYSTEMS

Project: | TRICON v10 NUCLEAR QUALIFICATION PROJECT

SOFTWARE QUALIFICATION REPORT

Triconex Document No: 9600164-535
Revision 0

July 2007

MPR ASSOCIATES QUALITY ASSURANCE DOCUMENT

This document has been prepared, reviewed, and approved in accordance with the Quality
Assurance requirements of 10 CFR 50, Appendix B, as specified in the MPR Quality
Assurance Manual and in accordance with the requirements of Invensys Triconex Purchase
Order No: 113803, dated March 23, 2006.

Name Signature Title

[ Author: David Hemell | 7 Sehd

Supervisory Engineer, MPR Assoc.

Lead Engineer, MPR Assoc.

Reviewer: | Chris Rice C/Q\r— 1@.\,._._

ICT Group Manager, MPR Assoc.

Approval: Eric Claude M




 Origin of one of the attacks attack was
narrowed down to Central Scientific
Research Institute of Chemistry and
Mechanics

* Unusual/novel modus operandi for
offensive operations

https://www.fireeye.com/blog/threat-research/2018/10/triton-attribution-russian-government-
owned-lab-most-likely-built-tools.html

8(499)611-51-29 8(499)782-23-21d
Hay‘lHO-MCCI\eAOBaTEI\hCKMH
WHCTUTYT XUMHUU U MEXaHUKU»

CnyxeHue HayKe,
3awumTa OTteyecTBa




Current cyber operatlons |n ICS domaln

Alert (TA18-074A)
Russian Government Cyber Activity Targeting Energy and Other Critical Infrastructure Sectors
revised
https://www.us-cert.gov/ncas/alerts/TA18-074A
; Natior?al Cyber The NCSC is aware of an ongoing attack campaign against multiple
=~ |Security Gentre companies involved in the CNI supply chain. These attacks have been

a part of GCHQ

ongoing since at least March 2017. The targeting is focused on
|

Advisory. Hostile state actors
compromising UK_organlsgtlons \_Nlth Espionage, PERSISTENSE,

focus on engineering and industrial _
control companies Reconnaisance

https://www.ncsc.gov.uk/news/hostile-state-actors-compromising-uk-organisations-focus-engineering-and-industrial-control
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Trusted third-parties:
% P subcontractors,
| | | i “ service providers, etc.
= pcy |z Physical
= [: | | e e Process
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Engineering
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Supplychaln Compromlse (blg problem')
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EVERYBODY DOES IT: THE MESSY TRUTH
ABOUT INFILTRATING COMPUTER SUPPLY
CHAINS

https://theintercept.com/2019/01/24/computer-supply-chain-attacks/

There's No Good Fix If the Supply Chain Gets Hacked

https://mwww.wired.com/story/supply-chain-hacks-cybersecurity-worst-case-scenario/

China's penetration of U.S.
supply chain runs deep, says

re p O rt https://fcw.com/articles/2018/04/23/china-supply-chain-cyber.aspx



Compromlsed securlty Controls

« Stolen certificates to sign malware and compromised software

« Compromised malware protection companies

— Whitelisting service providers
— Antivirus companies

« Compromised software and firmware updates

Hackers breached 3 US antivirus
companies, researchers reveal

Source code, network access being sold online by "Fxmsp" collective.

https://arstechnica.com/information-technology/2019/05/hackers-breached-3-us-antivirus-companies-researchers-reveal/
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Contractor threat

CE B I0JHOM 00BEMe IOKHHYJI CTPOUTENbHYIO miomanky. OAO
pnoropekuii  LIKK» ObUIO  BBIHYXACHO MPUHATH MEphl  T10
[eUEeHIIO OE30IIaCHOCTH B paboTOCIIOCOOHOCTH CMOHTUPOBAHHOIO
panus. llpu orom, kommanus CAMCE no otbesga ¢

( TpEANPUHSITA MEPhI ISl CO3IAHUS TPENSTCTBHH 3ayCcKy

s 6e3 y4acTusi KUTaCKUX CIIeHaiCTOB.
aeouno: boliu usenevenvt JNUYEH3UOHHbIE KIIOHU C Oeyyf
[06 NPOU3OOCBA BONOKHA U NPOU3EOOCMBEA MOBAPHOU
OblIa  YOWIeHa NpPOPAMMHAA  JIO2UKA  YNPAGIEeHUs
0bopyoosanuem Oorgaas gcnmicog 108020
UPOBAH CHEYUANbHbIU ‘
VKUASAHHO2

1HHOE  NeKMPOHHOe

reyuanucmamu OAC Eereno :
ey JOKyMeHmayue YKasanioe yempoucmeo ne

no npoxinaoke Kat

office life

HOU %mce, nposedenHoll  cneyuanucmamu
no2opekuu  LIKK»,  obnapyicennoe  yempoiicmeo
- QUCIAHYUOHHO20 nOBPeNcOents 0bop 008aHUSA
CCMBEHHO20 CO30AHUSL KOPOMKO20 3AMBIKAHUSA C
: APe0d_HOPMANLHOMY (DYHKUUOHUPOGAHUIO

(B0

10 3asenenuio 2enepanvrozo oupexmopa OAO «Ceemnozoperuil

Ceemnozopckum  POBJ] 6viia npoeedena nposepka, no

1omamam Komopou npuHamo peuterue 0b omkase 6 6036yHcOeHUU

IO6HO20 0eNna 6 C6A3U ¢ OMCYMCMBUEM NOB0O0E U OCHOGAHUT O
) 8030ydicoenus (nocmanoenerue om 26.03.2019).

- Kouyepn 6 ceoio ouepeds nucemom om 04.02.2019 obpamuncs &
MBJ] PE o1 okasanus codeiicmeusi 6 nposedenuiu nposepku 6cex
OHEP2eMUYECKUX U  9eKMPOHHLIX  06BEKMO6 Npou3eo0cmed Ha
npeoMent ROCMOPOHHUX YCMPOTICMe.

14.02.2019 om MBJ P5 nocmynun omsem o mom, umo MBJ] ne
umeem  COOmeemcmeylouux — NOIHOMOuUL, — He  pacnoiazaem
Cheyuanucmamu u MexHu4eCKuUMU _BO3MONCHOCHAMU OJis NPOBEOeHUs
mMaxoil npogepxu.

https://udf.by/news/economic/196974-biznes-po-kitajski-stala-izvestna-prichina-rastorzhenija-kontrakta-po-svetlogorskomu-ckk.htmi



Product security




Urgent need for strlcter requwements
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(In)securlty ol} Radlatlon I\/Ionltorlng Dewces

| T— Go Nuclear: Breaking Radiation
e Monitoring Devices

Bdl T-waisAs-Bulionuo-aloway-SsalalIM/62102 T0Z//a0.1e)/8(14peojdn/wod sixy-uondadsur mmm//:dny

private const 't’lﬁg BackDoor = "5147";

https://www.blackhat.com/docs/us-17/wednesday/us-17-Santamarta-Go-Nuclear-Breaking%20Radition-Monitoring-Devices-wp.pdf
https:/mww.wired.com/story/radioactivity-sensor-hacks/
https://www.bleepingcomputer.com/news/security/three-vendors-decline-to-patch-vulnerabilities-in-nuclear-radiation-monitors/



Insecure medlcal equment

Serious Vulnerabilities Found in Fujifilm X-Ray

Devices April 24, 2019

Machines In Healthcare
Espionage Apr 23, 2018,

https://www.forbes.com/sites/thomasbrewster/2018/04/23/x-ray-machines-taken-over-by-healthcare-hackers
https://www.securityweek.com/serious-vulnerabilities-found-fujifilm-x-ray-devices
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Hardware-based Special Access
Implant on Siemens S7-1200 PLCs

March 18, 2019

(a) 3D X-Ray Tomography of the PLC PCB. (b) Result of 3D X-Ray Tomography of the PLC PCB and mapping entire




No place to hlde

NSA intercepting Cisco router shipments and installing implants

https://arstechnica.com/tech-policy/2014/05/photos-of-an-nsa-upgrade-factory-show-cisco-router-getting-implant/



Embedded systems securlty IS very popr

Siemens S7 PLCs Share Same
Crypto Key Pair, Researchers Find

Researchers at Black Hat USA reveal how security authentication
weaknesses in popular Siemens ICS family let them control a PLC.

Support Since _| Enabled by Default?

Data Execution Prevention (DEP) 6.3.2 X

Address Space Layout Randomization (ASLR) 6.5 X

Stack Canaries 6.5 X

Relocation Read-Only (RELRO) 6.5 X
No support for:

- Vtable Protection (eg. VTGuard, VTV)
« CPI/ CFl (eg. CFQG)

« Kernel Data / Code Isolation (eg. SMAP/PAN, SMEP/PXN)
https://www.darkreading.com/vulnerabilities---

threats/siemens-s7-plcs-share-same-crypto-key- - Etc.
pair-researchers-find-/d/d-id/1335452 https://recon.cx/2018/brussels/resources/slides/RECON-BRX-2018-Dissecting-QNX.pdf



Product compromlse V|a supply chain

* Supply-chain attacks
— Allows to bypass multiple levels of security

- Better scaling of attack efforts

Industrial transmitter

Layers of standardized
electronics (for a
individual vendors)







» Accelerated build-up of advanced cyber/cyber-physical
capabilities

» Race-to-the-Bottom and supply chain security

« Compromise of security controls/mechanisms



Thank you .

Marina Krotofil

@marmusha
marmusha@gmail.com




