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PURPOSE
“TO SHARE WITH YOU SOME LESSONS LEARNED ON THE BRAZILIAN

NUCLEAR SECTOR RELATED TO THE NUCLEAR SECURITY”

MAIN PURPOSE OF THIS PRESENTATION
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SYSTEM FOR PROTECTION OF 

BRAZILIAN NUCLEAR PROGRAM

- SIPRON -

Law nº 12,731, November 21st, 2012 – Institutes the SIPRON
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SIPRON – MAIN NUCLEAR FACILITIES

Consórcio Mineração de Urânio 
Galvani – INB

Santa Quitéria / CE

Unidade de Concentrado de 
Urânio – INB 
Caetité / BA

Unidade de Tratamento de 
Minérios – INB 
Caldas / MG

Fábrica de Combustível 
Nuclear – INB 
Resende / RJ

Central Nuclear Almirante 
Álvaro Alberto - Eletronuclear

Angra dos Reis / RJ

Centro Tecnológico da Marinha 
em São Paulo - MB

Iperó / SP
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and Security
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States and
Municipalities

Civil 
Defense

Law 
Enforcement

Agencies

Armed
Forces

DCSipron
and

National Intelligence
Agency
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SYSTEM FOR PROTECTION OF THE
BRAZILIAN NUCLEAR PROGRAM (SIPRON)

 Sistemic framework created in order to plan and

execute safety and security activities in homeland.

 Sipron focus: coordination.

 Seeking for sinergy actions and unified efforts among

the sistem participants.

 GSI (National Security Cabinet): central role of the

system
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COMMITTEES + EXERCISES + DRILLS

SAFETY
AND

SECURITY



BRAZILIAN EXPERIENCES IN 
VIOLENT EXTREMISM AND CYBER 

SECURITY

Cesar Romao - Army Col (Ret.)
Nuclear Security Adviser

National Security Cabinet
Brasília, Brazil

cesar.romao@presidencia.gov.br
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• The Nuclear Security 
Provisions have been 
updated since 2017.

Angra 1 and Angra 2 NPP

National Command and Control Center

Transport of Nuclear Material



NATIONAL SECURITY CABINET 
PRESIDENCY OF BRAZIL

NPP

1st attack in Dec 2017
3rd attack in Mar 2018

2nd attack in Jan 2017

10 Km

6 Km
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1st Attack
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1st Attack
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1st Attack
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Adversary exfiltration
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Response delay devices
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2nd Attack
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2nd Attack
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2nd Attack
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Firefighters response
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2nd Attack
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3rd Attack
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3rd Attack
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NPP

Incident with a police
escort of a fresh fuel

convoy in March 2019 Drug dealer
incident
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ANGRA DOS REIS NPP 
NUCLEAR SECURITY JOINT 

RESPONSE PLANNING 
COMMITTEE - prevention,

- detection and
- response

Angra dos Reis NPP 
Nuclear Security 

Event Response Joint 
Plan

criminal or 
intentional 
unauthorized acts 
involving or directed 
to the Angra NPP
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Recent Nuclear Material operation transport
to Argentina
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Di

Recent operation transport
of Cobalt 60 source from the Amazon
region
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Implementation of improvements in the
Nuclear Security provisions

- Implementation of a National and Local Nuclear Security 
Joint Plans;

- Creation of a Nuclear Security local Committees;
- In-site security force weapons upgrading;
- Threat assessment implementation by the National

Inteligence Agency;
- Employment of National and Regional Command and

Control Centers
- Physical Protection Exercises in NPP, during transport of

NM and in Ports
- Exercise in Ports dealed with unique topics of NM 

physical protection
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CYBER SECURITY 
ARRANGEMENTS

- Brazilian Nuclear sector 
is aware of Cyber Security 
threats. 

- The Cyber National 
Security capabilitities are 
being employed in na 
effective jointly manner.

- In 2018 it was signed  
the Decree nº 9637 
approving the Information 
Security National Policy.
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“Art 5º. The purposes of the Brazilian

Nuclear Policy are:

(…)

III - ensure the safe use of nuclear

technology and strengthen activities related

to planning, response to emergency

situations and events related to nuclear

security and physical protection of nuclear

facilities; ”

THE LEGAL FRAMEWORK
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Decree of June 27th 2019 - Established Nuclear Security  Committee

NPP Nuclear Security Joint Response 
Planning Committee Creation
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NUCLEAR SECURITY EXERCISES
(EPFIN)

PURPOSE
Evaluate and validate responders' 
capabilities to address a Nuclear 

Security event in a Nuclear Facility

2º EPFIN - NOV/2018

1º EPFIN - AUG/2017

NUCLEAR SECURITY COORDINATION

3º EPFIN - DEC/2019
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NUCLEAR CYBERSECURITY EXERCISES
(GUARDIÃO CIBERNÉTICO - CYBER GUARDIAN)

PURPOSE
Evaluate the protection 

capacity of a nuclear 
facility's cyberspace through 
integrated action, involving 

civilian and military 
organizations, to reduce the 

possibility of existing 
threats exploiting 

vulnerabilities in information 
assets of strategic sectors, 

including the nuclear.

NUCLEAR SECURITY COORDINATION

1º Guardião Cibernético - 2018

2º Guardião Cibernético - 2019



NATIONAL SECURITY CABINET 
PRESIDENCY OF BRAZIL

CYBER GUARDIAN EXERCISE

Electric sector Nuclear sector

Financial sector
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FIRST NUCLEAR SECURITY EXERCISES IN PORTS
(1st ESFPORTO/2019)

INTEGRATED NUCLEAR 

SECURITY PLANNING IN 

PORTS DURING LOADING 

AND UNLOADING OF 

RADIOACTIVE MATERIAL

NUCLEAR SECURITY COORDINATION

1º ESFPORTO 
NOV, 26 - 28th – 2019

Santos Port (SP)
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FIRST NUCLEAR SECURITY EXERCISES IN PORTS
(1st ESFPORTO/2019 – 26-28th NOV)

Local Newspaper “A Tribuna” from Santos–SP

Headline
“PORT PLANNS NUCLEAR 

SECURITY ACTIONS”
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DETERRENCE

COORDINATED STRUCTURE

CONFIDENCY CAPACITY SINERGY

FINAL CONSIDERATIONS
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“TRY IT – YOU WILL BE SURPRISED 
HOW STRONG YOUR STATE IS”

SEPARATED VULNERABLE

FINAL CONSIDERATIONS

UNITED INVECIBLE
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THANK YOU!
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