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WHO THIS MODULE IS FOR

The audience for this module includes managers with responsibility for security as well as regulators, 
government departments and others who wish to better understand the background and implications of 
cybersecurity in the nuclear industry.

KEY ISSUES

In recent decades improvements in computer technology have changed the way people around the world live and 
work. Once digitisation was demonstrated to have clear benefits for the safety, security and economics of the 
nuclear industry, operators began to digitise operations and replace analogue equipment with digital systems. 
The supply chain has embraced the trend of digitisation, and many previously analogue components are now 
digital.

However, the benefits of digitising systems come at a cost. Cyberthreats working within an organisation 
(insider) or remotely from any location in the world (external adversary)—can launch a cyberattack that enables 
them to steal, alter or destroy sensitive information. Loss of such information can have harmful consequences, 
especially if the cyberattack alters the computerised instructions that control systems inside nuclear facilities. 
In the nuclear industry, one of the most concerning consequences would be damage leading to the uncontrolled  
release of radioactivity offsite.

KEY LEARNING OBJECTIVES

By the end of the course, participants will better understand the information technology (IT) and operational 
technology (OT) systems that could be the target of a cyberattack; who the cyberthreats might be, including 
their motivation, intention and capability; and steps that nuclear organisations can take to effectively prepare 
for and respond to a cybersecurity incident.
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