
PARTICIPANT BOOKLETCYBERSECURITY IN THE NUCLEAR INDUSTRY

AGENDA

Day 1 – Monday 

Time Session/Unit/Exercise

08:30 - 09:00 Participant Registration

09:00 - 09:15 Welcome and Opening Remarks

09:15 - 10:00 Introductions

10:00 - 10:30 Course Introduction

10:30 - 11:00 Break

11:00 - 12:00 Unit 1: Introduction to Cybersecurity

12:00 - 13:00 Lunch Break

13:00 - 14:00 Unit 2: Cyber Threat Overview

14:00 - 15:30 Demo: Cyber Attack

15:30 - 16:00 Break

16:00 - 17:00 Exercise 1: Threat Assessment

17:00 End of day

Day 2 – Tuesday 

Time Session/Unit/Exercise

09:00 - 09:15 Day 1 Review

09:15 - 09:45 Unit 3: Cybersecurity National Strategy and Framework

09:45 - 10:30 Unit 4: Cybersecurity Regulation

10:30 - 11:00 Break

11:00 - 12:00 Exercise 2: Regulatory Inspection

12:00 - 13:00 Unit 5: Nuclear Facility Cybersecurity Defensive Strategy
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13:00 - 14:00 Lunch Break

14:00 - 15:00 Unit 6: Cybersecurity Programme Implementation

15:00 - 15:30 Break

15:30 - 17:00 Exercise 3: Addressing a Regulatory Finding

17:00 End of day

Day 3 – Wednesday 

Time Session/Unit/Exercise

09:00 - 09:15 Day 2 Review

09:15 - 10:30 Unit 7: Cyber Risk and Risk Management

10:30 - 11:00 Break

11:00 - 12:00 Unit 8: Cybersecurity Programme Monitoring and Assessment

12:00 - 13:00 Exercise 4: Developing Key Performance Indicators (KPIs)

13:00 - 14:00 Lunch Break

14:00 - 15:00 Unit 9: Security Operation Centre (SOC) Operations

15:00 - 15:30 Break

15:30 - 17:00 Exercise 5: SOC Operations Exercise - Cyber Range/SIEM

17:00 End of day
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PARTICIPANT BOOKLETCYBERSECURITY IN THE NUCLEAR INDUSTRY

Day 4 – Thursday 

Time Session/Unit/Exercise

09:00 - 09:15 Day 3 Review

09:15 - 10:00 Unit 10: Cybersecurity in the Supply Chain

10:00 - 11:00 Unit 11: Cybersecurity Incident Response Management

11:00 - 11:30 Break

11:30 - 13:00 Exercise 6: Cybersecurity Incident Response

13:00 - 14:00 Lunch Break

14:00 - 15:00 Unit 12: Cybersecurity Incident Analysis and Investigation

15:00 - 15:30 Break

15:30 - 17:00 Exercise 7: Post Incident Analysis

17:00 End of day

Session/Unit/Exercise Time

09:00 - 09:15 Day 4 Review

09:15 - 09:45 Unit 13: Incident Response Stakeholders and Communications

09:45 - 10:30 Unit 14: Cybersecurity Culture and Human Performance

10:30 - 11:00 Break

11:00 - 12:00 Exercise 8: Incident Communications

12:00 - 13:00 Discussion: Future Trends

13:00 - 13:15 Course Summary and Evaluation

13:15 - 13:30 Closing Remarks and certificates

13:30 End of course

Day 5 – Friday 
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