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Government; Legislation  
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Government; Approved Security Plan. 
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Regulation 4 “Standards, Procedures and Arrangement….”



Government; National Policy
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Regulation 9 – Requirement for Approval of Relevant Personnel



Government; Design Basis Threat (DBT) 
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Civil Nuclear Sector
Design Basis Threat (DBT)

Classification: SECRET

A DBT describes the capabilities of potential insider and external 
adversaries who might attempt unauthorized removal of nuclear and 
other radioactive material or sabotage. The operator’s physical protection 
system is designed and evaluated on the basis of the DBT.

Regulation 22: maintain such security standards, procedures and arrangements as are necessary for the purpose of 
minimising the risk….



Government; Civil Nuclear Sector Cyber Strategy
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Classification: SECRET

• Cyber security should be prioritised amongst wider organisational 
safety, environmental and financial risks, as part of a holistic risk 
management approach

• Cybersecurity is a product of culture rather than a set of isolated 
controls. Success relies on embedding and sustaining strong cyber 
security awareness 

• the importance of strategic enablers such as leadership, governance 
and competence must be recognised. ONR to ensure appropriate 
engagement and accountability of cyber security at a senior level

• Ensure cyber security is embedded into the deployment of new nuclear 
technologies 



Regulation; Security Assessment Principles (SyAPs)
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• The SyAPs provide the essential foundation for the introduction of outcome 
focussed regulation for all constituent security disciplines: physical, personnel, 
transport, and cyber security and information assurance

1. Leadership and Management
2. Organisational Culture
3. Management of Human Performance
4. Nuclear Supply Chain 
5. Reliability, Resilience and Sustainability
6. Physical protection system
7. Cyber Security
8. Workforce Trustworthiness
9. Policing and guarding
10. Emergency response



Regulation; Fundamental Security Principles 
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Fundamental Security Principle 7; Cyber Security and Information Assurance

• Dutyholders must implement and maintain effective cyber security and information assurance arrangements that 
integrate technical and procedural controls to protect the confidentiality, integrity and availability of SNI and technology. 

Security Delivery Principles

• Dutyholders should maintain arrangements to ensure that CS&IA risk is managed effectively

• Dutyholders should maintain the confidentiality, integrity and availability of sensitive nuclear information and 
associated assets.

• Dutyholders should ensure their operational and information technology is secure and resilient to cyber threats by 
integrating security into design, implementation, operation and maintenance activities



Regulation; Technical Assessment Guides
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Technical Assessment Guide (TAG)  Information Security

• The CS&IA Strategy should be underpinned by a comprehensive policy structure. The topics within the policy 
should include, but it not limited to, Personnel Security and management, social engineering, security training, 
acceptable use

• Dutyholders should undertake inspections and audits of third party suppliers , including workforce trustworthiness

• Comprehensive site physical security assessment will already have been completed to assess the risk of malicious 
acts to Nuclear Material (NM), Other Radioactive Material (ORM) and nuclear facilities. The risk assessment should 
also reflect the insider threat and consider the unique problem this poses due to the advantages they have over an 
adversary

• Dutyholders should consider controls that will deter, delay, detect, assess and respond to physical risks, including 
those posed by insider



Regulation; Fundamental Security Principles 
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Fundamental Security Principle 8; Workforce Trustworthiness

• Dutyholders must implement and maintain a regime of workforce trustworthiness to reduce the risks posed by insider 
activity

Security Delivery Principle
• Dutyholders should ensure that human resources, occupational health and security departments cooperate to facilitate 

effective screening, vetting and ongoing personnel security arrangements for the workforce

• Dutyholders should deliver the appropriate combination of recruitment checks and vetting to satisfy themselves of the 
honesty and integrity of their potential workforce. 

Technical Assessment Guide (TAG)  Information Security

• Delivering vetting and ongoing personnel security arrangements

• Pre-employment screening and national security vetting

• Ongoing personnel security aftercare  



Regulation; Security Testing Direction 
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28 January – 08 February 2024

120 Tactics, Techniques and Procedures;

1. Create users account 
2. Add account to privileged membership group
3. Disable anti-virus
4. Create Windows Service

Internal Purple team (Insider detection) 



Technical Authorities; Guidance
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Technical Authorities; National Cyber Security Centre (NCSC)
Cyber Assessment Framework (CAF) 
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B2: Identify: Only authorised and individually 
authenticated users can physically access and logically 
connect to your network.

B2: Privileged User Management: Privileged user access is 
closely monitored and managed.

D3:Secure by Design: Network and information systems 
are segregated into appropriate security zones

C1:Secure Monitoring: Log collection capture staff use of 
corporate systems



Technical Authorities; National Protective Security Authority (NPSA) 
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NPSA's collection of ongoing personnel security guidance and tools can be used to help an organisation develop 
and plan effective practices for countering the insider threat and maintaining a motivated, engaged and 
productive workforce

• Encrypt communication traffic over untrusted links

• Encrypt sensitive data 

• Log all relevant events

• MFA for privileged accounts

• Implement tamper response 

• Ensure product security configuration can be backed up



Nuclear Operators 
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• Chief Information Security Officers (CISO) Working Groups

• Insider Risk Working Groups • Supply Chain Security Assurance Working Group



International; 
Western European Nuclear Regulators Association (WENRA)
European Nuclear Security Regulators Association (ENSRA) 
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ENSRA-WENRA Working Group on Cyber Security. 

• Analysing and summarising the current state of cyber security

• Exchanging current best practice

• Developing reference levels to harmonize a coordinated approach to cyber security.

• Developing a common security sharing platform.



National Strategy; Conclusion
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ONR

Technical 
authorities

• Security Assessment Principles
• Technical Assessment Guides 
• Security Testing 

• TEA2013 and NISR
• DBT
• Cyber Strategy
• National Policy (i.e. Vetting)

• Guidance and Incident Response Exercise
• Cyber Assessment Framework
• CAPPS Standard 

Government Government Operators

• Cross industry working groups

International ENSRA-WENRA Working 
Group on Cyber Security
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Romin.Partovnia@onr.gov.uk
NISR Legislation: https://www.legislation.gov.uk/uksi/2003/403/contents/made

National Security Clearance Policy: https://www.gov.uk/government/publications/united-kingdom-security-vetting-clearance-levels/national-security-
vetting-clearance-levels

National Classification Policy: https://www.gov.uk/government/publications/government-security-classifications/government-security-classifications-
policy-html

Civil nuclear sector cyber security strategy 2022: https://www.gov.uk/government/publications/civil-nuclear-cyber-security-strategy-2022

ONR Security Assessment Principles: https://www.onr.org.uk/publications/regulatory-guidance/regulatory-assessment-and-permissioning/security-
assessment-principles-syaps/security-assessment-principles-syaps/

ONR Technical Assessment Guidelines: https://www.onr.org.uk/publications/regulatory-guidance/regulatory-assessment-and-permissioning/technical-
assessment-guides-tags/nuclear-security-tags/technical-assessment-guides-tags-nuclear-security/

NCSC Reducing data exfiltration by malicious insider: https://www.ncsc.gov.uk/guidance/reducing-data-exfiltration-by-malicious-insiders

NCSC Exercise in a Box: https://www.ncsc.gov.uk/information/exercise-in-a-box

NCSC Cyber Assessment Framework: https://www.ncsc.gov.uk/collection/cyber-assessment-framework

NSPA CAPPS Standard: https://www.npsa.gov.uk/cyber-assurance-physical-security-systems-capss
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