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What Is an Insider Threat?



Insider

An individual who has (or had) legitimate
and authorized access to an
organization’s assefs.

Insider Threat

The risk that an insider will use their
access to harm the organization,
whether intentionally or unintentionally.




How Do They Develop?
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Real Needs Not Being Met

Hostile working environment
Discrimination and bias
Lack of development opportunities
Gaslighting
Favourtism
Concerns ignored/downplayed

Undervalued



Perception Of Needs Not Being Met

Miscommunication
Unclear expectations
Disconnected from team
Personal pressures affecting work
Perceived lack of action

Sense of entitlement




Case Study
The Critical Pathway
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Discussion:

What Can We
Learn From

This?
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Prepare For The
Long Road




4 o N
Specialist programs
Micro-segmentation, risky personas, efc.

Counter-espionage program
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Data-driven approach
Learn from your data
See the organization as a whole

Monitor what you cannot control
Continuous and enhanced monitoring
Advanced: UEBA, UAM, or similar

Balance Trust & Control
Close or manage vulnerabillities
Raise awareness, build dialogue, and focus on wellness

Know your risk landscape
Cyber | Physical | Culture | Human | Third-party
ldentify and protect what you can’t lose
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10 Year
Strategy
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