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Security Level




Why we need Nuclear Sec

Culture ?

IAEA International Conference on Nuclear
Security, Global Directions for the Future
(London), March 2005.

“The fundamental principles of nuclear security
include embedding a nuclear security culture
throughout the organizations involved. By the
coherent implementation of a nuclear security
culture, staff remain vigilant of the need to
maintain a high level of security.”



How it should be develop:
maintained ?

IAEA Code of Conduct on the Safety and
Security of Radioactive Sources

“Every State should, in order to protect individuals,
society and the environment, take the appropriate
measures to ensure ... the promotion of safety
culture and of security culture with respect to
radioactive sources.” [Basic Principle 7(b)]




o "

Atomic Energy Licensing (Basic Safety
Radiation Protection) Regulations 2010:

Security and protection of radiation source

70. The licensee shall take all measures to ensure the security and protection
of all radiation sources in his possession or under his control to prevent theft,
loss or sabotage.




Nuclear Security Leqgi

51 PLL dA 46,

Atomic Energy Licensing (Basic Safety T
Radiation Protection) Regulations 2010: T

AREANGEMENT OF EEGULATINS

Pasa |

Notification of theft, loss or sabotage —
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Radiation safety and S |

Policy Statement

Improving The Safety and Security Skills,
Awareness and Culture at The Premises




Irradiators at Medical Facilities

OBJECTIVES:
This docurnan! s indended as & guide fo;
i, implement secuiy fealures and managemeant of RA sources.

¥ preveni uneuthonsed sccess or damage fo, and loss el or
unauthowsed iransfer of, RA sources.

i echence securily swareness of the personnal by providing adequade
aducation and raking.

. promole secuily cullure
v.  @stabizh confingancy plans for amagencies.

BACKGROLND:

Blood iradiadors ane used in hospilals, Blood centres and research faciiies, primarily
o inactivale fymphocytas in order fo help prevent Transfusion Associated Graf
Veraus Hop! Disease (TA-GUVHO) in patients recaiving 8 Blood fansfimsion.
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document which i described in getal in Appandi A - Table A and Tabl B
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racvalor @nd the opeating s and 8 approved by the Mindstry of Health (MOH).

The staif places T biood in the canisfor, seis the time and slars the imedation procss.
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Operator prepares and submits to
regulatory authority as part of the
authorization. Typically includes:

« Organisation Structure
» Positions, security roles and responsibilities

Objectives

» Compliance to obligations, regulation and
governance

» Policies and procedures

» Considers facility operations, business & nuclear
safety

» Efficiency and cost effectiveness

Facility Description

» Radioactive source inventory Greater detail
for sources in higher security categories

» Security arrangements and procedures

Contingencies
Review periods or due to changes
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2. Security Culture
Programme in Malaysia
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 To provide a clear picture of the extent to which
nuclear security Is part of an organization’s culture.

 To get feedback and establish a baseline before the
actual self-assessment conducted.

 To focus on staff in the Department of Pathology
consist of management, technical and support staft.



Two medical institution

selected as participating
sites

 National Blood Centre
 Hospital Ampang
« Pre-requisite for pilot sites:

v"  The earliest medical institution
installed blood irradiator and
physical protection.

v' End to end commitment given by
the medical institution.

v' Located within Kuala Lumpur
vicinity.



The Process




Stage 1: Establish a Self-

Assessment Team

Self-assessment team
members — 6-8 persons

Different level of the
organisations

Consist of Security
Personnel, Safety Personnel,
Human Resources
Personnel, Management
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Introdtictory
@®"  Workshops and

Activities

« December 2014 — National
Workshop on Radioactive Source
Security (RSS) Culture in Medical
Facilities

« April 2015 — National Workshop on
Security Culture Self-Assessment for
Radioactive Sources At Medical
Institutions

« December 2015 — Support for
Security Culture Self-Assessment
Trial at Medical Institutions in
Malaysia






HI‘STé'gfe_ﬂ__Z: Planning & Drafti

Main Points that should be discussed:

 Areas/Characteristics to be assessed —
based on IAEA security model.

* |ndicators on each characteristic

« Personnel to be assessed — security
personnel and non-security personnel.

 Tools to be applied — survey, interview,
focus group, document reviews and
observations.

e Scenarios/lssues to be examined for
each tools.
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Stage 3: Data Collection -
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Stage _-_4: Data Analyzing

Analyze The Result From Each
Tools

Make Connection And
Statistics

Relate With The Model Of
Security Culture: Indicators

List Down & Evaluate The
Respondent’s Suggestion

Findings




Baseline Assessment

 February 2016:

Part | - Training On Tools
For Culture Self-
Assessment

Part Il - Training On the
Analysis of Culture Self-
Assessment and Support
for the Analysis of Survey
Results

November 2016:

The Support For The Final
Analysis Of The Results
Of The Security Culture
Self-Assessment Trial



n B

SLIGHTLY

To Assist The Level Of The Culture In The
Organisation

Green level could signify good performance, while also showing
what needs to be reinforced to maintain good performance.

could indicate that, despite some positive elements,
certain gaps or weaknesses need to be dealt with.

Red level could indicate serious problems that need to be
addressed as a priority
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After the findings has been finalized, they initiate specific actions
designed to improve security culture.

Follow-up assessments using a combination of old and new indicators
can help identify trends while ensuring that implementation of the action
plan is helping to enhance nuclear security culture.

Management assigns responsibilities for implementing elements of
the action plan and monitors progress on the actions. The action plan
may also provide inputs into future rounds of self-assessment.
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Challenges

Commitment from top management.

Characteristics under ‘management system’ &
‘behaviour’.

Development of questionnaires.
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Improvements

* Data analysis
JQualitative
JQuantitative
_SPSS Statistic
ANVIVO

* Interviewing sKill
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3. MOH Achievements
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Parti‘_éipation of MOH In

International Conferences

International Conference on
Nuclear Security:
Commitments and Actions
2016 hosted by IAEA, Vienna,
Austria.
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Recognition by IAEA

D.6.2. Nuclear Security Culture in Practice

71. Muclear secunty culture motivates personnel to remain vigilant and take sustainable measures to
protect against credible insider and outsider threats, thereby ensuring and sustaining the security of
nuclear and other radioactive matenal during its use, storage, transportation and disposal . In response
to requests from Member States, the Ageney accelerated us efforts to develop and provide practical
solutions for the applications of nuclear security culmire to organizations that are responsible for
muclear and other radicactive material.

72, The Agency has been directly involved in supporting a nuclear security culture self-assessment
trial at two medical institutions in Malaysia. With the completion of this trial at the end of July 2016,
Malaysia will become the first country in the world to apply the Agency’s methodology of nuclear
security culture self-assessment to medical stitutions, During its first expert mission m December
2015, the Agency supported the development of a self-assessment plan and self-assessment survey
statements, In the second expert mission in February 2016, the Agency provided training on tools and

32



Partiipation of MOH In

International Conferences

6th Regional Review
Meeting: Session on
Alternative Technologies to
High Activity Radioactive
Sources hosted by AERC,
Colombo, Sri Lanka, 2018.
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Parti‘_éipation of MOH In

International Conferences

International Conference on
the Security of Radioactive
Material 2018 hosted by IAEA,
Vienna, Austria.
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Partinc':ipation of MOH In

International Conferences

Webinar on Nuclear Security
Culture 2021 hosted by IAEA,
Vienna, Austria.
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Parti‘_éipation of MOH In

International Conferences

International Conference on
Nuclear Security: Shaping
the Future 2024 hosted by
|IAEA, Vienna, Austria.
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4. MOH Future Plans and
Efforts
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Culture Programme fo
Facllities

As a Guidance For The Development Of
Security Culture Self-assessment
Questions For New Medical Facilities

Main Reference For Security Culture
Self-Assessment Programme

Question Banks

This document is mainly based on the
recommendations from the IAEA NSS
No.7, IAEA NSS 28-T, IAEA NSS 38-T
and |IAEA Experts Training Materials.



Working Committee of Securi

Culture Development Progra

(Ministry Level)

Term of References:

Plan and discuss the implementation of activities
under the security culture program from a
technical aspect in order to be in line with the
direction of the Nuclear Security Program
Development Steering Committee at the MOH.
Develop and finalize proposal
papers/policies/policies/related to the security
culture program for medical purposes to ensure
compliance with Act 304, KKM policy as well as in
line with international requirements and
standards.
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Security Culture Enhancements

Programme 2024

a) Plan of Action (POA) by Hospital Ampang
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Security Culture Enhancements

Programme 2024

b) Plan of Action (POA) by National Blood Centre
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B ‘I
Self-Assessment Establishme

Programme 2024

Government Hospital:
Hospital Wanita Kanak-kanak
Sabah
Hospital Tunku Azizah

University Hospital:

Hospital Universiti Sains Malaysia
Hospital Canselor Tuanku Mukhriz

Private:
Hospital Gleneagles (KL)
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Nucle

Programme (Engagement Ses

24-25 July 2023

MCMC Center of Excellence,
Cyberjaya

20 Participants — Site NSC
Coordinators Teams

Objectives:

— To give exposure regarding
NSC Programme to the NSC
Coordinators.

—To discuss regarding NSC
self-assessment methods.

—To develop sSite self-
assessment plan.
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Nuclear Security Culture Estal

Programme (Engagement Ses¢
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ﬂv\aarehess Programme For C

Medical Facilities

13hb Jun 2024
Bangi Resort Hotel, Selangor

40 Participants — 19 Category 2 Medical
Facilities
Objective:

— To give awareness and exposure
regarding the importance to
establish nuclear security
programme —physical protection
and security management, for
Category 2 medical facilities.

Recommendation

— Awareness programme + 2
Method (Survey & Document
Review/observation)

— Phase 1 engagement for category
2 facilities is carried out after
phase 3 engagement of category 1
facilities is completed.
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B ‘I
Self-Assessment Establishme

Programme 2025

University Hospital:

» Universiti Malaya Medical Center

« Advanced Medical And Dental
Institute, USM

» Hospital Sultan Abdul Aziz Shah,
UPM

Private:
e Pantai Hospital Kuala Lumpur
 Sunway Medical Center
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1. Security culture is a prerequisite for establishing well-
functioning institutions that place safety of patients first.

2. Top-down communication is most effective to helps
create and reinforce the supervisor’s power.

3. Continuous learning contributes substantially to a
positive safety culture.
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