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What is Artificial Intelligence?
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Dartmouth Conference (1956)

• Naming: „Artificial Intelligence“

• Multi-disciplinary

• Philosophy (z.B. Descartes, Leibnitz)

• Logic / Mathematics (z.B. Gödel)

• Computer Science (z.B. Turing, von Neumann)

• Psychology / Cognitive Science (Knowledge representation)

• Biologie / Neuro-Wissenschaften (Konnektivismus, Neural Networks)

• Evolution (Genetic Programming)

Academic Discipline / Computer Science

▪ “Artificial Intelligence (AI) is the part of computer science

concerned with designing intelligent computer

systems, that is, systems that exhibit characteristics we

associate with intelligence in human behavior” (Barr

& Feigenbaum, 1981)

▪ Understanding language

▪ Learning

▪ Reasoning

▪ solving problems

▪ Scientific Goal: To determine which ideas about

knowledge representation, learning, rule systems, search,

and so on, explain various sorts of real intelligence.

▪ Engineering Goal: To solve real world problems using AI

techniques such as knowledge representation, learning,

rule systems, search, etc.



HISTORICAL OVERVIEW
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High expectations

• Major investment from the military

• Utopian ideas

Poor performance

• Slow computers

• Small data sets / Expensive data storage

• Many problems not yet solved

• Too few "experts"

2012

Modern AI



DEFINITION
ARTIFICIAL INTELLIGENCE
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Machine Learning
• Methods which leverage data to improve

performance on some set of tasks

• Statistical Machine Learning is dominant

Samoili, S., López Cobo, M., Gómez, E., De Prato, G., Martínez-Plumed, F., & Delipetrev, B. (2020). AI Watch 

Defining Artificial Intelligence. Publications Office of the European Union.



AI – AS A HYPE-TERM
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Artificial Intelligence …

… Industry Interpretation

• Artificial Intelligence  Machine Learning  Automation

… Public Administration

• Artificial Intelligence  Digitalization New

… Advertisement

• The next Superlative

• Smart, Intelligent, …

Artificial Intelligence is …

… a political issue

• Hype Term

• Associated with progress, innovation, etc.

… heavily misused

• Everyone has a best suiting definition of AI

• Advertisement, PR Departments, etc.

… BUT, a promising technology

• Currently delivers impressive results

• Potential application in many areas



DEEP LEARNING REQUIRES DATA
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Learning by examples

• Deep Learning requires a lot of diverse data to recognize the relevant

features of an object.

• Different dog breeds, car brands, bird species, clothing, etc.

Overfitting

• If a model "sees" only red cars, it assumes that cars are red.

• If the training data is not diverse enough, it cannot generalize to

"unseen" data ("it does not recognize blue cars")

Problems

• Bias: Annotator's bias, prejudices, stereotypes, etc. are reflected in the 

annotation / data sampling process

• Personal Data: Identifying information in text, image, sound.

• ➔ Anonymizing data, synthetic data

• Ethical implications: What data may be used (e.g., skin color, religion, 

sexual orientation, consumer behavior, etc.)?

• ➔ Ethics guidelines, legal guidelines



DATA SCIENCE
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Science in dealing with data / handling data

▪ „Data Science“ originates in the 1960s

▪ importance of statistical data analysis for an understanding of data was foreseen in 
an article1 in 1962

▪ Gained increased importance with „Big Data“

▪ Focus: 

▪ Not on the data itself

▪ rather on the way in which the data is 

▪ processed, prepared, analysed

▪ translated into decisions

▪ Data science is concerned with 

▪ purpose-oriented data analysis

▪ systematic generation of decision-making aids, tools and bases 

▪ to achieve competitive advantages 

Data Literacy und Data Science Education: Digitale Kompetenzen in der Hochschulausbildung. Policy Paper 

der Präsidiums-Task-Force „Data Science“ der Gesellschaft für Informatik e.V. in Zusammenarbeit mit 

Vertretern der Deutschen Mathematiker-Vereinigung e.V., der Deutschen Physikalischen Gesellschaft e.V. 

und der Gesellschaft Deutscher Chemiker e.V.



AI PROJECTS
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Software Engineering for

   AI projects …

… Requirements Engineering

• Complex

• runaway expectations

… SW Architecture

• Wide, complex and relative new field

• Best practices not yet widely incorporated into teaching

… SW Management Process

• Best practices not yet widely incorporated into teaching

… SW Maintenance

• Slow and difficult debugging

Fake News 

(58%)



AI PROJECTS
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Fake News 

(58%)

… AI Systems Risk Management

• Extremly difficult to calculate

• multiple inter-disciplenary 

impacts

• Competences often not 

covered by executing 

institutions (especially KMUs)

• Knowledge about AI System 

management requirements not 

consolidated (AT, EU)

• → difficult to estimate 

vendor/outcome reliability

• Impact on society

• High to very high, e.g.

• violation of personal rights

• IT personel defining 

classification systems → 

becomes new reality/truth

• Loss of trust in promising 

technology

• Impact on personal lifes

• High to very high

• E.g., damaged reputation, 

credits not granted

• Impact on hosting company

• High

• High visibility

• Damaged reputation

• Legal consequences

• Impact on developing company

• High

• Damaged reputation

• Loss of funding, future 

comissioning

• Legal consequences



Projects in Civil Security



Disinformation Detection Research @ AIT
Projects

• Detection and analysis of deepfakes.

• Concept for real-time deepfake

detection.

• Digital image and video dataset.

• Cross-modal content analysis.

• Context analysis using open-source 

data.

• Partially automated software tool.

• GSK and legal analysis of regulation.

• National implementation of 

Deepfakes Action Plan.



− Reverse-Image Search
− Image Geo-Location Estimation
− Fake-Face-Detector
− Image Manipulation Detector

Visual Signals for the detection of Disinformation Text Content Assement / Evaluation



RAIDAR

Research project financed by the security-research program KIRAS by the Ministry of Finance in Austria

Timeline: October 2021 – September 2023

Topics: Hate Speech Detection, Extremism, Radicalization, Artificial Intelligence

Coordination: AIT, Alexander Schindler (alexander.schindler@ait.ac.at)

Rapid Artificial Intelligence based Detection of Aggressive or Radical content on the Web

mailto:alexander.schindler@ait.ac.at


CONTENT ASSESSMENT / 

EVALUATION

Questions:

How are these discussions conducted?

How much hate speech?

How much extremism?

What kind of extremism?

...

Aggregation / Summarization of Machine 

Learning results

Trend / Time series Analysis

Graph Analytics



VISUAL EXPLORATION
Emoticons only Cluster

Exchange of courtesies Cluster

Dissemination of excerpts from the 

German Reich Act of 1871

Task:

Group similar content together

Visualize content similarities

Objective:

Assistance in 

identifying/distinguishing between 

relevant and irrelevant content

Content overview/understanding

Method:

Content Embeddings

E.g., text-, image-, audio-

embeddings

Graph Embeddings

Projections

E.g., t-sne, umap



HYBRIS

Research project financed by the security-research program KIRAS by the Ministry of Finance in Austria

Timeline: January 2023 – December 2024

Topics: Disinformation Detection, Hybrid Threats, Artificial Intelligence

Coordination: AIT, Alexander Schindler (alexander.schindler@ait.ac.at)  & Mina Schütz

Hybride Bedrohungs-Resilienz durch Interdisziplinäre Zusammenarbeit der Sicherheitsbehörden

mailto:alexander.schindler@ait.ac.at
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COVID

CLIMATE CHANGE

Natural Language Processing

Hate Speech

Extremism

Writing Style

Reporting  

Style

Sentiment & 

Emotions

Toxicity

Legal 

Relevance

Types of 

Discrimination

Propaganda 

& Conspiracy 

▪ Automatic Detection of Disinformation Using AI Models

• Assessment of over 50 features.

• Detection of correlations and themes.

Information Nutrition Labels



M. Schütz

Situational Awareness



Taxonomie

Nachrichten

Vote 

buying

Voter 

intimidation

Disenfranc

hisement

Story-Card

Title: <LLM generated accumulated Title>

Key-Claims: 

1. <LLM extracted key-caim>
2. <LLM extracted key-caim>
3. <LLM extracted key-caim>
4. <LLM extracted key-caim>
5. <LLM extracted key-caim>

Narratives: 

- Central Narrative:
- Further Narrative

Num. Articles: 35

Predjudice: 

- Antisemitism
- Anti-Feminism

Indicators: 

- Incitement of Volence
- Economic Implications
- Medical Implications

Threat Estimation & Narrative Detection



This project has received funding from the European Union’s Horizon 2020 Research and Innovation 

Programme under Grant Agreement No. 101021797

Mina Schütz

Data Science & Artificial Intelligence

Center for Digital Safety & Security

mina.schuetz@ait.ac.at | www.ait.ac.at

Thank you!
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